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Vaclav Molik

Major Account Manager — Telco/ISP




Rekapitulace — Fortinet na KKDS

KKTS Plzen 9/18

KKTS Olomouc 5/22

KKTS Plzen 9/22

KKDS Olomouc 4/23

KKDS Plzen 9/23

Kyberneticka bezpeénost — Vyzvy a prilezitosti pro ISP

Nabidka Fortinet pro ISP

(1) Navrh feSeni DR projektu pro RETE internet s.r.0. (2) FortiGate v siti ISP
Jak mohou nejen ISP splnit pozadavky NIS2

SOC formou sluzby
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FortiGate Cloud | FortiLAN Cloud |
FortiExtender Cloud | FortiManager Cloud |
FortiAnalyzer Cloud | FortiClient EMS Cloud |
FortiToken Cloud | FortiSOAR Cloud

Cloud services
FortiPresence | FortiMail Cloud | FortiPhish |
FortiGSLB | FortiConverter | Fortinet SOCaaS
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Secure

Secure Networking Journey

The convergence of networking and security across WLAN, LAN,
SD-WAN, ZTNA, SASE, and network firewall enables networking
that is location, user, device, content, and application aware.

DEM - : NoC — AlOps f\\
Y%

O
cpe =0 O
Router 0o &
Firewall S ZTNA
Be ready to Control points Optimize application Secure your premise Secure remote Apply zero trust
expand across the experience users to all
infrastructure

applications

© Fortinet Inc. All Rights Reserved. 4



FortiGate Entry-level NGFW Family

oy Tt vomrreT

40F Series 60F Series 70F Series 80F Series 90G Series

Interfaces 5x GE RJ45 10x GE RJ45 g))(( Si;gfp;o 2% 1g)égiﬁig/g|:p+
Standard O o O O 0
WiFi (v) (v) & v
3G/4G o V) &
Bypass o
DSL &
POE &
Storage o O O O

FortiConverter Service is available for all FortiGate migrations
FortiGate to FortiGate: 4 hours 39-party to FortiGate: 1-2 days

m = © Fortinet Inc. All Rights Reserved. 5



FortiGate Entry Level Series - Overview

Feature-rich Security Appliances For Small/Home Offices & Small

Branch Offices

=z FG-90G Series
==z FG/FWF- 80F Series
—— =z FG-70F Series
== FG/FWF- 60F Series
2 FG/FWF- 40F Series

) 5 Gbps — 28 Gbps p) 800 Mbps — 2.5 Gbps
= 1 Gbps — 4.5 Gbps ® 600 Mbps — 2.2 Gbps

b) | NGFW

- | Secure SD-WAN

w 10GE RJ45 | 10GE
SFP+ | GE RJ45 | GE
RJ45 PoE/+ | GE SFP

Variants: WiFi | In-built 3G4G
| In-built DSL | Ruggedized

© Fortinet Inc. All Rights Reserved. 6



Introducing the FortiGate 90G Series

First SP5-powered FortiGate for distributed branches

Far outperforms the competition with Fortinet’'s
latest ASIC technology

Only firewall in its class with 10GE ports for
faster and more secure connections

Converged security and networking to support
Hybrid Mesh Firewall deployment across branches

FERTINER

FortiGate 90G

CONSOLE

10 Gigabit Ethernet
Shared Media ports (RJ45/ SFP+)

Gigabit Ethernet
RJ45 ports

. Security
Industry  FortiGate Compute
Average 90G Rating
el 313 Gb 28 Gb
Throughput ) PS pS
NGFW
e 0.96 Gbps 2.5 Gbps
IPsec VPN
- 1.53 Gbps 25 Gbps
Threat Protection
S, 0.98 Gbps 2.2 Gbps 2.3x
Concurrent 0.85 Milli 1.5 Milli
Sessions ) illion . iflion
Connections
31,000 124,000

Per Second

Note: Performance numbers taken from external datasheets to match as close as possible and
different testing methodologies may be applied by different vendors.

© Fortinet Inc. All Rights Reserved.
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FortiGate Mid-Range Series - Overview

I | l High-Performance, Top-Rated Network Security for Mid-Sized

Enterprises

=z FG-900G Series
S FG-600E/F Series
AT L4oSEEEEESSE - =z FG-400E/F Series
st~ - w4 SRERS : FG-200E/F Series

=z FG-100F Series

20 Gbps — 164 Gbps Y 1.6 Gbps — 22 Gbps

I N
1/,
L\

Firewall throughput NGFW Throughput

= 2.6 Gbps — 26 Gbps @ 1 Gbps—-20 Gbps

IPS Throughput S Threat Protection Throughput

© Fortinet Inc. All Rights Reserved.

NGFW

Secure SD-WAN

SWG (600 series+)

IPS (600 series+)

GE RJ45 | GE SFP |

10GE SFP+ | 25GE
SFP28




FortiGate High End Series - Overview

Data Center Firewall / Large Enterprise NGFW with High-Speed

Interfaces

bP ) I°® ) NGFW, IPS
-z FG-4000F Series
-z FG-3000E/F Series
- FG-2000E/F Series & SWG
- FG-1000E/F Series

22 Segmentation

A Security

GE RJ45 | GE SFP

iw) 80 Gbps — 3.1 Tbps yp 9 Gbps — 82 Gbps e
M) Firewall throughput NGFW Throughput iggg g":fpi
100GE QSFP28
= 11.5 Gbps — 94 Gbps @ 94 Gbps—-75 Gbps 200GE QSFP56
IPS Throughput - Threat Protection Throughput 400GE QSFP-DD

L © Fortinet Inc. All Rights Reserved.




FortiExtender Vehicle for Secure Mobility

Semi-Rugged FortiExtender with integrated Wi-Fi for Mobile Fleets

$1,975

CAT-12LTE

600Mbps

Vehicle/OT

Wi-Fi,
Dual-SIM
Public Safety

) BT 1

- ~

WiFI MAIN AUX GNSS JUuin

=G ) Taitep

S

Connection 7-36VDC

North
America/Global

m = Q3 2023 Products & Pricing Update © Fortinet Inc. All Rights Reserved. 10
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Prekvapeni na Fortinet stanku
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Pozvani na Fortinet Security Day ZERTINET

Security
Day

Pozvanka na nasi nejvétsi zakaznickou konferenci

Fortinet Security Day
16.10. 2023 Veletrzni palac, Praha 7

https://events.fortinet.com/SecurityDayPraha

@ NASKENU) ME!




-

Narodni
galerie -

PROGRAM

urity Day - 16.10. 2023

pondéli, 16. fijna 2023

8:30 - 9:00
9:00 - 10:00
10:00 - 10:30

10:30 - 10:50
10:50 - 11:50

11:50 - 12:00
12:00 - 12:10
12:10 - 12:50
12:50 - 13:00
13:00 - 14:00
14:00 - 14:30
14:30 - 15:15
15:15 - 15:25
15:25 - 15:45

1 15:45 - 16:30

16:30 - 16:40
16:40 - 17:00
17:00 - 17:10
1215

Pfichod a registrace
Uvodni slovo: Bezpeénost a jak na ni do budoucna?

NIS2 a novy zakon o kybernetické bezpecénosti

Prestavka na kavu

Jak se nestat obéti kybernetickych utokd - Fortinet Security

Fabric

Case Study

Case Study

SASE - budoucnost vzdalenych uZivatell

Case Study

Obéd

Jasna vyhoda - identifikace bezpecénostnich incidentd
Spravujete svou infrastrukturu efektivné?

Case Study

Prestdavka na kavu

Unikatni nastroje pro Security Operations a automatizaci
Case Study

Ochrarite své cloudové prostredi

Case Study

Konec oficidlni ¢asti konference a networking

Ondfej Stahlavsky - Fortinet

Mgr. Jan Hénik - Narodni Ufad pro kybernetickou a informacni
bezpecnost

Jan Vaclavik - Fortinet

Ondrej Vecl - Fortinet

Martin Ignjatovi¢ - Fortinet

Adam Rimsky - Fortinet

Ondrej Pocta - Fortinet

Piotr Nowotarski - Fortinet
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FortiCloud SOCaaS

Ondrej Vedl

Senior Systems Engineer ... . ... 8
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Ecosystem Complexity Trends

Volume of Alerts & Lengthy Manual Processes

The magnitude of alerts to investigate mask threats & are layered with
countless manual workflows — producing increased vulnerabilities,

false positives & alert fatigue

Firewall Complexity

| pewar me =
e eemmass
E— =)

—

Through 2025, policy misconfigurations, not firewall flaws, will remain
the cause of 99% of firewall breaches and bypasses.?

Skill Shortage & Lack of Team Collaboration

—)

Organizations are struggling with retaining and acquiring senior
level staff — Cybersecurity teams experience difficulty cohesively

A 1. Gartner: Top 10 Trends Impacting Infrastructure and Operations for 2020 Published 14 April 2020 - ID G00464437

working together, often due to silos created by technology

The Demand for Automation

Organizations experiencing complexities require machine assistance to
reduce TCO, improve efficiency, and security posture. By 2025, more
than 90% of enterprises will have an automation architect '

—)

© Fortinet Inc. All Rights Reserved.
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> SOCaaS At a Glance

Cloud-based log monitoring, incident triage and escalation service with direct access to highly
trained experts, cloud portal, reports, security hardening

S

Cloud Managed
SOC

» 24x7 monitoring, incident
triage and escalation

» Remediation
recommendations

* Live expert support
* Reports
* Cloud Service Portal

Hardening
Best Practices

* Logging Best Practices

* Health Monitoring

* Tuning Recommendations
* Security Posture Review

MITRE Mapped
Use Case

« Compromised Hosts
* Malware Detection

* Unauthorized Access
* Policy Violation

* Botnet / C&C

* Lateral Movement

17



SOCaaS Overview — Where we fit

CUSTOMER F:=RTINET

Logging

Secure Log Storage
in SOCaaS Cloud

Incident Detection

- InCident Investigate Triage & Investigation
Management
Customer

Communication for
Incident Handling
Recover
Respond / . p—

© Fortinet Inc. All Rights Reserved. 18
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FortiCloud SOC-as-a-Service Deployment Models

Forwarding FortiGate logs to SOCaasS via FortiAnalyzer-cloud

Direct log Forwarding to SOCaa$S

PRO:

« Easy to implement

« Simple configuration:
statu IEXEER] © Discvle

Type FortiGate Cloud

* No additional On-Prem Installation required

CON:

Internet access required for every FGT

Logs only stored in Fortinet DC

Not easy to Filter logs before sending to SoCaaS

Data Flow

:' """""""""" FortiGates 'K"""""""':

mimim

Customer Customer Customer
Site - 1 Site - 1 Site - 1

___________________________________________________

Customer Premises

Direct from FortiGate to FAZ Cloud
© Fortinet Inc. All Rights Reserved. 20



FortiCloud SOC-as-a-Service Deployment Models

Forwarding FortiGate logs to SOCaaS via On-premise FortiAnalyzer

Log Forwarding via FortiAnalyzer @

Fortinet SOC Cloud

PRO
* Logs also stored locally T
« Easy to manage log forwarding from a single point Liaia R
» Big advantage for larger networks
» Posibility to mask or exclude log fields before sending to C/
SoCaasS. (e.g user names or other private Info)
» Different deployment options available (Appliances, VMs)

f
CON: /FortiQateS \
» Additional equipment on-prem [' l |] [' | I] [' I |]

Customer 1 Customer 1 Customer 2
Site - 1 Site - 2 Site - 1

Customer Premises

on Log forwarding from customer FortiAnalyzer
- (Appliance or VM) 21



A
Self Managed SOC complimented by Fortinet Managed

Powered by Fortinet Al-Driven Security Operations Technology Stack

2,

FortiAnalyzer  FortiCloud
Cloud SOCaaS

« Own SoC complimented with SoCaaS
PRO:

« Own SoC Team

« SoCaaS helps to provide 365/24/7

G

FortiCloud
Premium
Account

« Expand SOC coverage by offloading common use cases to
Fortinet's SOCaaS

SOCaasS Fortinet Managed

« Ultilize skilled resources to refocus efforts on more
advanced initiatives and priority business scenarios

CON:

*
People Process

2=\
OH®

FortiAnalyzer “FortiSOAR 'Threat Inte

« Need for highly trained dedicated experts
» Security Analyst is a full-time job

FortiGates

« Additional tools required to build own SoC (SOAR solution)

Customer SOC



SLA Matrix

Response time by severity

CRITICAL (P1, Priority 1) Escalation Time Phone: 15 min. Email: 15 min.

HIGH (P2, Priority 2) Escalation Time Phone: 45 min. Email: 90 min.

MEDIUM (P3, Priority 3) Escalation Time Phone: NA Email: 90 min.

LOW (P4, Priority 4) Escalation Time Phone: N/A. Email: 6 hours

© Fortinet Inc. All Rights Reserved. 24




Fortinet Escalated Alerting

SOCaasS Incident notification email example

Fortinet-SOC New Alert#76427 Fortinet’s SOC Team
Fortinet-SOC@fortinet.com Provides an alert assessment and
To @ Christian Hutter mitigation in the SOC Analysis and
=

SOC Recommendations on the
SOCaaS Portal.

A security alert from SOCaas$ for Customer

Alert ID 76427

Alert Severity Critical

Alert Type Intrusion

Detection Time 2023-01-17 09:20:22 +00:00

For more details about this alert, please go to SOCaa$ Portal. You may add comments to Alerts on SOcaa$ portal to reach SOC team for additional help. We recommend not to reply to this email with confidential information.

SOCaasS Team

CONFIDENTIALITY NOTICE: The contents of this email message and any attachments are intended solely for the addressee(s) and may contain confidential and/or privileged information and may be legally protected from disclosure.

m © Fortinet Inc. All Rights Reserved. 25



ISO/IEC 27001 & SOC 2 Certification

A certified ISMS demonstrates a commitment to information security by an organization,
and provides assurance that information security is addressed properly by means of:

v

v

Compliance — compliance with laws, regulations, and
contractual obligations.

Customers — ensure customer data privacy, integrity, and
confidentiality requirements.

Employees — highly skilled, well-trained, and security-aware
workforce.

Suppliers — suppliers that align both business and security
objectives with Fortinet.

Secure Operation/Development Excellence — security injected
into daily operation and development activities.

Business Continuity — ensure business continuity with a well-
defined BCP and readiness for execution.

Incident Management — an incident occurrence is not a matter
of ‘if but ‘when’ and a robust, responsive Incident Management
Program reduces the impact of an incident to a minimum.

Continuous Improvement — a certified ISMS will
facilitate and drive continual improvement.

Compliance

||||||

Security

Operation & y N

Development
Excellence ) (=2

Employees

Suppliers

e |- = o
Management ° =P =
R\ <A

Business

Continuity ‘ '

Customers

Continuous
Improvement

© Fortinet Inc. All Rights Reserved.
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> FortiCloud SOC-as-a-Service Summary

Our Differentiators

&

Mature
Operation

* 24x7 Operations
* Live experts support
* Three SOC centers

+ SOC2 & 1SO27001
Certified

\EX

COMPLIANT

7

Skilled
Experts

 Experienced SOC
People

* Direct access to
FortiGuard Labs

* Fortinet Best
Practices

vedss

o —
e

o

-

Automated
Process

« SOAR for SOC
automation

Al assisted incident
triage

e Scalable

e

Integrated
Services

* FAZ-Cloud integration
for easy onboarding

» Managed FortiGate
Service integration for
fast Containment

* Forensic Service
Integration for endpoint
remediation

Best-In-Class
Technology

* Fortinet owns the
SOC technology end-
to-end

* Innovation Leader

* Priority access to
product support

* FortiGuard Bigdata
and Al

© Fortinet Inc. All Rights Reserved.
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FortiClient Forensic Service




FortiClient Forensic Service

 FortiClient Forensic Service provides analysis to help endpoint customers respond
to and recover from cyber incidents.

Collection: Examination:

» Collecting disk artifacts and memory snapshots that Examining file system contents, processing log files, and
may be relevant to the investigation. Collections are extracting statistical results to prioritize high value items
conducted securely via a remote agent with minimal for analysis.

customer interaction.

Analysis: Reporting:
Analyzing targeted digital evidence to determine the Synthesizing the findings in a high-level executive
initial attack vector, establish timeline of malicious summary with details on remediation recommendations.

activity, and identify the extent of compromise.

« FortiClient Forensic Service is only available for EMS-Cloud today

- © Fortinet Inc. All Rights Reserved. 29



Forensic Service Deployment Models

Forwarding FortiClient logs to SOCaas via FortiAnalyzer-cloud

P

Log Forwarding via FAZ-Cloud to SOCaasS:

* Requires EMS-Cloud with Forensic Service Subscription

Requires FortiAnalyzer-Cloud Storage Add-On Subscription

Endpoint-1 Endpoint-2 Endpoint-3

@@ @

Direct from FortiClient to FAZ Cloud
= m © Fortinet Inc. All Rights Reserved. 30



Forensic Service Deployment Models

Forwarding FortiClient logs to SOCaaS via On-Prem FAZ

A

SOCaaS

4

A

o

Log Forwarding via On-Prem FAZ to SOCaasS: EMS-Cloud

* Requires only EMS-Cloud with Forensic Service Subscription \

FortiAnalyzer

FortiClient LO?, \ v\
2 (=) (=]

Endpoint-1 Endpoint-2 Endpoint-3

Via On-Prem FAZ to SOCaaS
= m © Fortinet Inc. All Rights Reserved. 31



Managed FortiGate Service




NOC Challenges

Lack of Expertise

in firewall configurations and
security best practices

-,

Human Errors Complexity

occurred during the manual and lengthy due to the increasing number of apps,
migration process devices, users connected to the network

//I“' N Rmm.
avye, |

) ‘fm

A |

T

82% of data breaches involved a 41 .6 billion of connected loT devices 60% of organizations struggle to

human element. by 2025, with a 28.7% CAGR. recruit cybersecurity talent and 52%
struggle to retain it.

Source: Fortinet 2022 Cybersecurity Skills Gap Global

Source: Verizon 2022 Data Breaches Investigations Report Source: IDC
Research Report

= © Fortinet Inc. All Rights Reserved. 33



How Can Managed FortiGate Service Help?

24x7 Cloud-based, fully managed global network operations service

Trusted Advisor
FTNT global network
Pw security experts
[

MFGS Processes
» ) FTNT Best Practices and

cee M ITIL methodologies

FortiGate
Hardware & VM
( ) Technology
FTNT products and services
FortiManager Cloud
SOAR Al/ML

- © Fortinet Inc. All Rights Reserved.

Get Best Practices

Implemented for all your
changes and prevent

misconfiguration

» Improve Security
@ Posture

and reduce operations cost

with Fortinet 24x7 NetOps to
maximize return on investment

@ Augment Operations

34



What will Manage FortiGate Experts Perform?

Change Management

Evaluation / Implementation /
Verification of change requests
FSBP and ITIL methodology

System Hardening

SOCaasS Incident Remediation
PSIRT Advisories Response
Fortiguard Outbreak Response
System Audit

Security Posture Review

© Fortinet Inc. All Rights Reserved.

Device Provisioning

NGFW Deployment
Security Fabric Setup
Secure SD-WAN
ZTNA

Remote Access

35



2 Incident Response — SOCaa$S + MFGS

CUSTOMER SOCaaS

/_5A @ Investigate
Logging Incident Detection
Forward logs

Triage & Investigation

to SOCaaS .
Cloud Incident Response and

W an age ment et Remediation
Recover
MFGS

Improve

© Fortinet Inc. All Rights Reserved.



How does the customer engage with our Experts?

©®

Request
Onboard

a0
%

Request
Change

ket

Approve
Change

Update
Ticket

Schedule
Deployment

Request
Consultation

View
Reports

B %O W | &

@ FortiCloud £2 Services ¥ @ Support ¥

z 2 % > Dashboard
Managed FortiGate Service senoea
DEVICE

Close details DEVIGE

@ Dashboard ONBOARDING SUBSCRIPTIONS

3 )

n Service Requests
My Assets

Login FortiManager ® G

boarding In Progress

Not Onboarded Expirin

Not Entitled Expiring in 30 Days

@ Expired

OPEN CHANGES CHANGE STATUS

Emergency

© Fortinet Inc. All Rights Reserved.

Close details DEVICE MONITORING 4

Tunnel Status

CHANGE CALENDAR

Awaiting Customer Feedback

Scheduled

Theme: Light v pgrassi@fortinet.com v

Close details

Config Status

@ Synchronized

Title & Schedule §

RFC Paolo 1 Mar 10th 2023 &

37



What are the SLAs of Managed FortiGate Service?

& Emergency @ Normal @ Standard

Evaluation Time 1 Hour Evaluation Time 4 Hours Evaluation Time 1 B Day

Implementation Time 4 Hours Implementation Time 1 B Day Implementation Time 2 B days

® Customer

® Fortinet

ITIL Change
Life Cycle

i A -



Customer Benefits

Fortinet Best Practices Audit, Use Case Coverage, System Hardening, Policy
Tuning Recommendations, Security Posture Review, PSIRT Response, and
Outbreak Response.

(% Eliminate Errors (% Simplify Operations
Fortinet NOC experts to manage the full Change management driven by Fortinet
lifecycle of your Fortinet FortiGates best practices using ITIL™ Continual

Service Improvement

(v, Predictable Costs (» Full Visibility
Customers have a predictable cost for Gain full visibility of the service, raise
their network security operations change requests, review implementation

schedules, and post-implementation
reports.

- © Fortinet Inc. All Rights Reserved. 39
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SOC as a Service

SOCaaS Portal - ukazka




Home Page (For customers

//\ .
FortiCloud & Sery - © Support
XTI

SOCaas

@ Register Now —>

News on SOC
SOCaas 1SO27K Auditing

e DX

Q1/22 licensing changes

Latest thread trends

Welcome to SOC as-a-service, demo@demo.com .

dummy rame 3 dumony desc 3

Documentations Resources

( Oj SOCaa$ User Guide
| &5
s (SOC2), =

SOCaaS Datasheet

Service Description

Contact Us

Quest

without SOC subscription)

Video Guides

FIIATINET,

Al-Drivén
Security Operations

s fyvonD

© Fortinet Inc. All Rights Reserved.
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Home Page (For customers with SOC subscription)

SOC AS-A-SERVICE My Praducts
SOCaas

& My Assets

Let's get STARTEI

Start Onboarding

News on SOC

onJan 12

CISOs ef

vulnerability Updates

Welcome aboard to SOC as-a-service,

Dwe to the insufMcient input vaid

SOCaaS Cloud Portal Release 22.1 Beta Go Live SOCaaS User Guide [

SOCaaS Preparation for SOC2 Compliance Audit SOCaas Datasheet ¢f

2022 Cybersecurity Trends: A QSA with Fortine Service Description (1}

SOCaa5 Use Cases
5 Threats to Watch Out for 2022 ¢

SOCaaS Onboarding Form
FortiGuard Threat Research Report

SOCaaSFAQ &7

Make New Service Request

Our SOC team provickes a variety 4
of servaces to enhanca your

isnce, mduding

ipport for Davice

Joce
z. Portal Access
Whitei st Request, and mach

more

Jof, 3N Mtacker can expioit the iinerabikity Lo laun = September 27

Video Guides

as a service

© Fortinet Inc. All Rights Reserved.
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Dashboard

FortiCloud

SOC AS-A-SERVICE

Service Requests
My Assets
Reports

Forensic Analysis

&2 services ¥

@ Support ¥ Theme: Light v chutter@fortinet.com v

Dashboard ast 90 Days v ¢

SOC MONITORING SUMMARY
6 330

Event

See details ALERTS BY STATUS See details ALERTS BY SLA See details OPEN ALERTS BY CATEGORY See details

16

LOG COLLECTION BREAKDOWN @@

Events @

List of Open Alerts @

Name ©

107888 Traffic to M ous URLs from Froki detected Risky Domain\URL Confirmed 192.168.11.33 May 16 Wednesday at 8:34 PM
108307 Malware MSIL/Bladabindi.AR'worm d Malware In Progress 10.0.0.23 May 17 Wednesday at 9:26 AM
107965 Torrent application activity detected [ ] Risky App In Progress 10.0.0.15 + More May 16 Wednesday at 9:26 AM
107963 Malware W32/Jacard.BB16'tr de Malware Confirmed 10.0.0.135 May 16 Wednesday at 9:26 AM

© Fortinet Inc. All Rights Reserved.
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SOC AS-A-SERVICE

Dashboard

Alerts

® 8 &

Service Requests

)

My Assets

'

Reports

@

Forensic Analysis

Services

Alerts

v & support ¥

FortiCloud

SOC AS-A-SERVICE

2P o o@ e

Dashboard
Alerts

Service Requests
My Assets
Reports

Forensic Analysis

& support ¥

Alerts > Alert-107888

Events (1)

Multiple web req

Alert-107888 T

Fortinet SOC has detected web requests from 192.168.11.33 to hxxp:/99.goodyouxi[.Jcom. The domain belongs to Malicious Website category.

Theme: Light v chutter@fortinet.com ¥

alslé&sl=

Theme: Light v chutter@fortinet.com ¥

12:08 PM 8:34 PM

May 16, 2023 May 24, 2023

The sites that host free software that is covertly downloaded to a user's machine to collect information and monitor user activity, and sites that are infected with destructive or malicious software, specifically designed to damage, disrupt, attack or manipulate computer systems withou

t the user's consent, such as virus or trojan horse

Please, identify affected endpoint(s). Use endpoint protection, perform AV scan and review installed applications, remove suspicious/malicious files and programs. Review app settings and add-ons (web browser, freeware especially). Remove/disable redirects and keep your apps (web

browser, freeware especially.) updated to the most recent version. Install apps and add-ons from trusted sources only. Review running processes,

Risky Domain\URL 192.168.11.33
Confirmed V4 tio CSE_EMEA
Host Name o

Froki Risky Domain\URL Open Medium 99.goodyouxi.com 192.168.11.33

. stop the suspicious/malicious ones. Check the signs of persistence - scheduled tasks, registry, WMI. etc. Keep your system updated and in
stall the most recent updates/upgrades. Use network protection. Review inbound/outbound traffic, block the suspicious/malicious connections. Consider the blocking rule creation and policy update if needed.

May 16, 2023 at 11:49 AM

May 16, 2023 at 12:27 PM

99.goodyouxi.com May 16 FGT-Home
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Service Requests

& Services v Q Support v SOCAIS<ustomer 1 @test com v

N\
FortiCloud

Add a Service Request

Corporate How 10 Buy  Produe
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My Assets

(G FortiCloud

Dashboard

Alerts SOC AS-A-SERVICE

Service Reque: @

My Assets

(0]

Reports

Forensic Analy|

Dashboard
Alerts

Service Requests
My Assets
Reports

Forensic Analysis

& support ¥

£2 services v € support ¥

EMS-Cloud-EMEA ( CSE_EMEA )

EMS-Cloud-EMEA

FCTEMS8823004029
EMS-Cloud-EMEA
FortiClient-EMS

# Munich.,Germany

# FortiClient EMS Cloud

CSE

[

Theme: Light v

chutt: ortinet.com ¥

Theme: Light v  chutter@fortinet.com ¥

9:43 PM
2] May 22, 2023

May 20, 2023

May 19, 2024

FortiClient Forensic Analysis Service ®

© Fortinet Inc. All Rights Reserved.

& Copy link
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Reports

ortinet.com ¥

FortiCloud Services ¥ € support ¥ Theme: Light v chutt

SOC AS-A-SERVICE RS

@ Dashboard

@) Alerts

& Service Requests
May 22
© My Assets
May 22
) Reports ——
@ Forensic Analysis May 22
May 21
May 15
May 15
May 15
May 15
May 14
May 7
May 7

May 7

FGT Threat Protection
FGT Logging

FGT Configuration Tuning
FGT Health

SOC Monitoring

FGT Health

FGT Threat Protection
FGT Configuration Tuning
FGT Logging

SOC Monitoring

FGT Configuration Tuning
FGT Health

FGT Logging

FGT Threat Protection

SOC Monitoring

i

FGT Threat Protection CSE Europe 2023 0.

21 pdf

FGT Logging CSE Europe 3 05 21 pdf

FGT Configuration Tuning_CSE_Europe 2023 05_21.pdf

EGT Health CSE Europe 21.pdf

SOC Monitoring_Weekly Report 2023-05-21::08:14:45:959410.pdf

FGT Health CSE Europe 2023 05 14.pdf

FGT Threat Protection_CSE_Europe_2023_05_14.pdf [

FGT Configuration Tuning_CSE Eu

EGT Logging CSE Europe :

SOC Monitoring_Weekly Report 2023-05-14:0:

FGT Configuration Tuning_CSE Europe 2023 05 07.pdf

FGT Health CSE Europe 2023

EGT Logging_CSE_Europe 2023 05 07.pdf

o

EGT Threat Protection CSE Europe 2023 05 07.pdf

SOC Monitoring Weekly Report 2023-05-07::08:15:57:524417 pdf

Pagelof15 > >
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Endpoint Forensics

ukazka




Incident Response Endpoint Forensics

(=) FortiCloud % Services ¥ © support v

Click to Request Forens

Theme: czhao@fortinet.com ¥

¢ Analysis

Alerts > Alert-26098
SOC AS-A-SERVICE J
b < m ) Copy link i;’ i«- mnim : gl
@& Dashboard
T@ Alerts o o i
L Alert-26098 Traffic to Malware CnC zechariahwilloughby.net detected z::] 5:05PM i 11:17 PM
May 9, 2022 Jan 10, 2023
Service Requests
My Assets ) ) ) o ) ) ) ,
Fortinet SOC has [repeatedly/-] detected Malware Indicator of Compromise (I0C) [malicious ioc] in traffic [attempts/-] from [srcip] [endpoint] to [dstip] [domain).
Reports 5 . s o ; : : : g
According to Fortiguard, the Malware 10C [malicious ioc] was recognized as relating to [CTS Tags]. I0C observed on a network or in an operations system indicates
) ) a computer intrusion.
Forensic Analysis
Remove or disable any extra applications, services, and daemons on the device, block inbound and outbound traffic from suspicious endpoint at the network perim
eter. Implement principle of least privilege on accounts. ldentify the suspicious process associated with the malicious traffic and end it. If the process spawns again,
it most likely has a persistence - scheduled task, registry, WM, etc. If this is the case, quarantine the device while checking for indicators of compromise
@ Critical Met May 9, 2022 at 5:03 PM
Malware 10.100.94.11 January 9, 2023 at 8:04 PM
Escalated r 4 Escalat SDM
Events (9)
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Select Endpoint

Request Forensic Analysis

o Select Endpoint

Please select a endpoint *

LAN-FSW-USER1

Cancel

© Fortinet Inc. All Rights Reserved.
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Complete Forensics Details

0/5 Request(s) in Progress

1. Summary of the lssue *

2. Reasen of Escalation *
High Risk Application
Malware Detection
Intrusion Attempt
Malicious Email

High Risk Traffic

Lateral Movement

3. First Identified Activity *

4. Actions Taken to Date *
Reboot of computer
AV Scan
Uninstall/Removal of any application

Cleaning of browser data

5. Supplementary Logs *

g ~/Desktop/maliciousActivity/sampie pcap of https: #lartines. egayte.com/dl/Bel g72nKy

Comment

e
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Download and Install Forensics Installer

Request Forensic Analysis

. Dawnload & Install Forensic installer

Please follow the steps so our Forensic Analysis Team can connect and collect the required information for Analysis.

4 ™

U < X

Click to Download 7 Running 3 Days _) Uninstall

Download & install Forensic Keep endpoint connected Uninstall Forensic installer
Installer on the affected endpoint, to Internet and anline for after Analysis is complete

next 3 days

« Forensic Agent will automatically collect the necessary data and send it to the Forensic Team
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=) FortiCloud

2 Services

SOC AS-A-SERVICE

& Dashboard

ALERT TAB

Service Requests
My Assets
Reports

Forensic Analysis

11
12

13

(;\ Support

Theme: Light v

czhao@fortinet.com v

Remove or disable any extra applications, services, and daemons on the device, block inbound and outbound traffic from suspicious endpoint at the network perim
eter. implement principle of least privilege on accounts. identify the suspicious process associated with the malicious traffic and end it. If the process spawns again,
it most likely has a persistence - scheduled task, registry, WMI, etc If this is the case, quarantine the device while checking for indicators of compromise

ritical

vERIWare

Escalated

18/01/2023

18/01/2023

18/01/2023

18/01/2023

18/01/2023

18/01/2023

Requested by

Carrle

Al

Jeason

10.100.94.11

SDM

LAN-FSW-GUEST

LAN-FSW-USER2

LAN-FSW-USER1

Forensic Analysis (3)

May 9, 2022 3t 5:03 PM

January 9, 2023 at B8:04 PM

Forensic Service Requests

h 4

In progress

© Completed

<) Cancelled

f

Erranclie
rorens

"

Relest

© Fortinet Inc. All Rights Reserved.
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=) FortiCloud
SOC AS-A-SERVICE

Dashboard

Alerts

Service Requests
My Assets

Reports

L Forensic Analysis

2 Services

Forensic Analysis

Total Request &P

11 18/01/2023
12 18/01/2023
13 18/01/2023

€ Support v

18/01/2023

18/01/2023

18/01/2023

FORENSIC ANALYSIS TAB

Requests

Carrie

Ali

Jeason

LAN-FSW-GUEST

LAN-FSW-USER2

LAN-FSW-USER1

In progress

& Completed

<) Cancelled

Theme: Light v czhao@fortinet.com v

FA-SR-35

FA-SR-47

FA-SR-26

Page 1 of 1
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72 FortiCloud 2 Services v & support v Theme: Light v  czhao@fortinet.com v
SOC AS-A-SERVICE > 4 SeIeCt ForenSIc SR & Copy link
Dashboard ) ;
Request - 11 Forensic analysis request for endpoint LAN-FSW-GUEST 2::] 5:23PM 336 5:23 PM

Alerts Jan 18, 2023 Jan 18, 2023

Service Requests

Summary: endpoint is communicating to a confirmed C&C server by SOC Team reason_of_escalation: Malware Detection
First Activity: 2023/01/13

Action Taken: AV Scan

Reports Comments: This endpoint belongs to Sales team in Spain office.

My Assets

Forensic Analysis
LAN-FSW-GUEST In progress December 22, 2022 at 3:04 AM

*
"
-
w
"

Carrie t 26098 ' ¢ FA-5

Endpoint Forensics

Attachment (4)

B3 Actionable Forensic Analysis Reports nd L L4 L
(SOC Report SOC report.pdf alert details from SOC team Jan 15, 2023\
peap file Pap filejson netowrk pacp files from firewall Jan 12, 2023
Sample log file Sample log.pdf sample C&C communication logs from firewall Jan 10, 2023
Forensic Analysis Report Forensic Analysis Report.pdf Final report from Forensic Analysis team Jan 15, 2023

E S
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