S,

IPv6 Bingo

Pv6 je bezpeénéjsiinez IPv4“ a dalsi
caste mytyxakomyly o |IPv6

T Y
Radek Zajic, radek@zajic.v.pytli.cz ¢ KKDS 2023 Plzen, 21. 9. 2023

.,

Dark Clouds by Christoph Kummer, CC BY-NC-SA 2.0



https://www.flickr.com/photos/kuemmi/3341815497
https://www.flickr.com/photos/kuemmi/
https://creativecommons.org/licenses/by-nc-sa/2.0/

21.9. 2023

about::myself

Radek Zajic

Blog: showmax.engineering
Twitter: @ShowmaxDevs

Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)






IPve 101 pro ISP

IPv4 a IPv6 zZiji vedle sebe

IPv4:

32 bitll, 192.0.2.1, masky /0 az /32, typicka koncova sit /24, NAT

IPv6:

128 bitl, 2001:db8:dead:ba00:20c:29ff:feb6:d023, masky /0 az /128, koncova sit /64
2001:db8:... — 32 bitd pridél od RIPE NCC (obvykle dnes /29, dfive /32 nebo /35)
....dead:ba... — 24 bit(, které spravujete vy jako ISP (v pripadé pridélu /56 = 32+24)
...00:... — 8 bitu, které spravuje zdkazniklv router (v pripadé pridélu /56)
....79ae:7a48:143b:cel0 — 64 bitd, které si ,vymyslelo” zafizeni u zakaznika doma

typicky pridél pro domacnost /56, tj. 256 koncovych siti /64 (64 bitl pro zafizeni v siti)
typicky pridél pro firmu /48, tj. 65536 koncovych siti /64

zadny NAT = vSechny adresy jsou globalné routovatelné

Prefix Delegation: mechanismus pro ISP, jak zakaznikovi pridélit blok adres a

automaticky ho naroutovat
21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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reCAPTCHA
Privacy - Terms

I'm not a robot

About this page

Our systems hawe detected unusual traffic from yo
network. This page checks to see if it's really you s
requests, and not a robot. Why did this happen?

IP address: 420.420.420.69

Time: 2022-07-05T95:97:36Z

URL: https://www.google.com/search? s
g=...&ags=chrome..69i57.6131j0j1&sourceid= chrome&le—UTF 8

Daryll Swer: Shortcomings of CGNAT and Potential Workarounds
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https://www.daryllswer.com/shortcomings-of-cgnat-and-potential-work-arounds/

IPv4 je lepsi, protoze ma NAT; NAT nas chrani

NAT neni firewall
NAT lze prorazit
Firewally existuji v IPv4 i IPv6
Chcete-li se chranit, nakonfigurujte firewall pro
oba protokoly
(a to i pokud IPv6 aktivné nepouzivate)

Johannes Weber: Why NAT has nothing to do with Security!



https://weberblog.net/why-nat-has-nothing-to-do-with-security/

L) \V4 o/ V4

IPv6 neprovozuji, proto me nezajima
# ping6 ££02::1%ethl
(o..)
64 bytes from £fe80::9209:d0ff:felb:ad46%ethl: icmp seg=1 ttl=64 time=0.387 ms
64 bytes from fe80::20c:29ff:feb6:d023%ethl: icmp seg=1 ttl=64 time=1.33 ms
64 bytes from fe80::9ade:d0ff:fe02:284b%ethl: icmp seg=1 ttl=64 time=0.427 ms
64 bytes from fe80::20c:29ff:feb0:4f2d%ethl: icmp seg=1 ttl=64 time=0.439 ms
(o..)

# nmap -6 fe80::20c:29ff:feb6:d023%ethl

Nmap scan report for fe80::20c:29ff:feb6:d023
Host is up (0.00097s latency).

Not shown: 985 closed tcp ports (reset)

PORT STATE SERVICE

(«..)

53/tcp open domain

(«..)
111/tcp open rpcbind

(...)

# dig +short isp-konference.cz @fe80::20c:29ff:feb6:d023%ethl

77.93.223.89
Chris Grundemann: I’'m Not Running IPv6 so | Don’t Have to Worry

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)



https://www.internetsociety.org/blog/2015/01/ipv6-security-myth-1-im-not-running-ipv6-so-i-dont-have-to-worry/

IPv6 neprovozuji, proto meé nezajima

Priklad ze zivota

1.V siti nemate IPv6 first hop security (RA Guard, DHCPv6
Guard/Snooping, ...)

2. Pripoji se uzivatel, ktery ma IPv6 konektivitu odjinud

3. Uzivatel zaCne do vasi sité vytrubovat ,routuji IPv6!“

4. Routery vasich klientd maji IPv6 zapnuté a proto ziskaji IPv6
adresy od uzivatele s cizi konektivitou

5.V nejhorsim pripadé uzivatel s cizi konektivitou bude zaskodnik,
ktery routerim vasich klientu pridéli i IPv6 prefixy pro LAN

6. Uzivatelska zarizeni v LAN IPv6 preferuji a provoz po IPv6
pozenou skrze router uzivatele s cizi konektivitou

7. SSSPROFIT?SSS



IPv6 je jen IPv4 s vice adresami. 96 novych bitl — a vic nic

1. Novy format adresy: hexadecimalni zapis, nulové bloky lze
vynechavat

2. Nové protokoly: ICMPv6 (RA/SLAAC), DHCPv6

3. Jiné konfigurace firewallu (kvuli ICMPv6, DHCPv6, atp.)

4. Nove vektory utoku: strzeni provozu v sitich, které se nechrani

5. Novy zpusob konfigurace domacich zarizeni (Prefix Delegation,
prirazovani bitu sitim v LAN)

6. Chybéjici NAT

7. Vicero IPv6 adres na kazdém rozhrani (link-local, globalni

stabilni, globalni docasné, ULA, ...)

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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https://www.internetsociety.org/deploy360/blog/2015/02/ipv6-security-myth-7-96-more-bits-no-magic-its-just-like-ipv4/

IPv6 je bezpecCnostni riziko

Pokud se IPv6 nebudete vénovat a nechate ve svych
sitich otevrena dvirka, neni bezpecnostnim rizikem
protokol, ale vy

DAMNYOU

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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https://datatracker.ietf.org/doc/html/rfc6204

IPv6 je nedopeceny protokol

IPv6 je internetovy standard (RFC8200) od roku
2017

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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https://datatracker.ietf.org/doc/html/rfc8200
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IPv6é Adoption

IPv6 Adoption

IPv6 nikdo nenasazuje

Per-Country IPv6 adoption

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over IPv6.
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https://www.google.com/intl/en/ipv6/statistics.html

IPv6 je diky vestavenému zabezpeceni bezpecnejsi nez IPv4

Jde o mytus kvuli (puvodné) povinnému IPSec, ktery
ale sam o sobeé bezpecnost niceho nezlepsuje.

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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https://www.internetsociety.org/blog/2015/01/ipv6-security-myth-2-ipv6-has-security-designed-in/

Tolik adres prece nepotrebujeme

2123 je obrovské Cislo, jenZe...

...29 bitu pridéluje regionalni registrator
...64 bitu pouziva autokonfigurace v lokalnich sitich
...8, 12 nebo 16 bitu by mél mit moznost vyuzit uzivatel
pro své domaci sité

...pro ISP zbyva < 27 bitu, které snadno vycCerpa
hierarchickym pridélovanim sitovych prefix{ (pro obec,
okres, kraj, ...)



IPv6 prozrazuje mou MAC adresu, a to nechci

Globalni adresy na modernich OS davno neobsahuji MAC
adresu, 64 , host” bitl se generuje ndhodné
2001:db8:dead:ba00:79ae:7a48:143b:cel0

(navic jste stejné za stavovym firewallem, neni-liz pravda?)

Link-local adresy mohou stale obsahovat MAC (napf. na Linuxu)



Privacy Extensions: porad se mi meni adresa

Diky RFC7217 maiji zafrizeni stabilnich 64 ,host” bitu uvnitr sité
(pro kazdou sit jde o jinych 64 bitu)
Diky RFC4941 maji zarizeni i dalsi adresy, docasné, kterym se
skutecné prubéiné meéni 64 , host” bitu
Pokud chcete napt. otevrit firewall pro néjakou adresu,
pouzijte ,,stabilni“ adresy

en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 14:1d:da:cf:fc:3f

inet6 fe80::18ae:4593:1fe0:183e/64 secured scopeid 0x6
inet6 2001:db8:dead:beef:107c:45f4:e7a7:b32a/64 autoconf secured
inet6 2001:db8:dead:beef:79ae:7a41:143b:cel10/64 autoconf temporary

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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https://www.internetsociety.org/blog/2015/02/ipv6-security-myth-5-privacy-addresses-fix-everything/
https://datatracker.ietf.org/doc/html/rfc7217
https://datatracker.ietf.org/doc/html/rfc4941

Diky IPv6 mé mohou weby/policie snaz sledovat
Kazdy v Internetu uvidi vasi globalni IPv6 adresu...
2001:db8:dead:ba00:79ae:7a48:143b:cel0

...stejné jako kazdy v Internetu vidi vasi verejnou IPv4
adresu!
192.0.198.146

Prvnich 64 bitl identifikuje sit = analogie k IPv4 verejné
Zbylych 64 bitu se dnes generuje nahodné

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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Hackeri IPv6 neresi, na IPv6 nikdo neutoci

’. SHODAN Explore Downloads Pricing &2 het:2000::/3

)T/ E.

161,506,026

o0 View Report &% Download Results Lul Historical Trend [ View on Map

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using

2a01:488:66:1000:523:f2f1:0:1

s.muellermassmanufaktur. No data returned
de

== Germany, Koln

ERROR: The request could not be satisfied

2600:9000:20fe:5200:19:3 HTTP/1.1 400 Bad Request
e2d:4980:93a1

United States 106,948,248 Server: CloudFront
_ Date: Wed, 20 Sep 2023 22:41:53 GMT
Italy 17,245,397 == United States, Seattle Content-Type: text/html
Content-Length: 915

Connection: close

¥
'

Spain 9,751,443 cloud cdn

Bulgaria 5,022,789 X—-Cache: Error from cloudfront
Via: 1.1 700e2cab751494241378fbf52462508c.cloudfront.net (CloudFront)

Germany 3,706,395 X—-Amz-Cf-Pop: MRS52-C2
X=Amz-Cf-Id: LxVi3LJ7G...
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https://www.internetsociety.org/blog/2015/02/ipv6-security-myth-6-ipv6-is-too-new-to-be-attacked/

Prostor IPv6 adres je tak velky, ze nejde proskenovat

DNS AAAA zaznamy

Zaznamy o vydanych certifikatech (Certificate transparency streams)

IPv6 hitlist

ping6 ff02::1%interface

Enumerace (2001:db8::1, 2001:db8::2, ..., 2001:db8::ffff, ...)

IPv6 traceroute (efektivni metoda pro detekci siti vyuZivajicich prefix Delegation)

Hello IPv6 Scanning World!

Using IPv6 with Linux? You've likely been visited by Shodan and other scanners
New Ways of IPV6 Scanning

IPv6 Scanning

Akamai: Who's Scanning the IPv6 Space? And, Frankly, Why Do We Even Care?

Scanning the IPv6 Internet: Towards a Comprehensive Hitlist

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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https://www.internetsociety.org/blog/2015/02/ipv6-security-myth-4-ipv6-networks-are-too-big-to-scan/
https://www.shadowserver.org/news/hello-ipv6-scanning-world/
https://arstechnica.com/information-technology/2016/02/using-ipv6-with-linux-youve-likely-been-visited-by-shodan-and-other-scanners/
https://i.blackhat.com/EU-21/Wednesday/EU-21-Shupeng-New-Ways-of-IPV6-Scanning.pdf
https://www.geeksforgeeks.org/ipv6-scanning/
https://www.akamai.com/blog/security-research/vulnerability-scanning-IPv6-why-should-we-care
https://arxiv.org/pdf/1607.05179.pdf

IPv6 nam rozbije GeolP

VSechny moderni GeolP databaze IPv6 podporuji a
obsahuji aktualni data (byt ne mozna na Groven mésta
- ta je ale pochybna i u IPv4)

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023) 21


https://www.maxmind.com/en/ipv6-information-and-faq

v 744

,Koncovi uzivatelé IPv6 neresi“, ,Nasi zakaznici IPv6 nechtéji"

Koncovi uzivatelé nechtéji ani IPv4. Chtéji ,jen”
pouzivat Internet — a pokud nemate IPv6 (spravné)
nasazenou, zatimco konkurence ano, pujdou tam, kde
jim bude fungovat vse. Vcetne IPv6-only sluzeb.

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023) 22



IPv6 je rozbity protokol a moc nefunguje

To platilo zejmena pred rokem 2012, kdy se masivne
pouzivaly IPv6 tunely. Dnes s nativni IPv6 konektivitou
uz k rozbitosti dochazi jen velmi vyjimecné.

Platit to muze i dnes, pokud mate Spatnou
implementaci IPv6 a konektivita/sluzba neni funkcni.
Jde ale o probléem spravce, nikoli samotnéeho
protokolu. (Zdravime statni spravu.)

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023) 23


https://en.wikipedia.org/wiki/IPv6_brokenness_and_DNS_whitelisting

Tohle zarizeni IPv6 podporuje

Casty predpoklad kazdého, kdo s IPv6 zaéne pracovat.
Plati ale znamé porekadlo: duvéruj, ale provéru;.

Existuje mnoho dodavatelu a produktu, které neumi

IPv6 vubec, neumi pracovat v sitich bez IPv4, nebo maji
podporu IPv6 pouze castecnou nebo rozbitou.

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023) 24


https://www.internetsociety.org/deploy360/blog/2015/03/ipv6-security-myth-8-it-supports-ipv6/

Kvuli IPv6 musime prepsat vsechny nase aplikace

Pokud pouzivate open-source, podpora uz je casto

pritomna a na dobreé urovni. U komercéniho softwaru

zalezi na kvalité vyvojového tymu — opét je potreba
dukladné provérovat.

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023) 25



IPv6 v produktech nasich dodavatelu nefunguje dobre

Hlasujte penézenkou.

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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Nemame laborator, kde IPv6 testovat

At chceme nebo ne, svét se vydal cestou IPv6.
| na nepritele je ale lepsi se vcéas pripravit.

v v ~

Mate nejvyssi cas zacit ji stavet!

Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023)
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DNS64 rozbije DNSSEC
NAT64 a DNS64 jsou oblibené mechanismy, jak ze siti,
ve kterych uz je jen IPv6 (a Zadna IPv4), zpristupnit
IPv4 internet.

DNS64 a DNSSEC je problém jen pro ,validujici stub
resolvery”, tedy DNS servery kontaktujici rekurzivni
DNS servery vas (ISP). Takove se prakticky nevyskytuj.

V laboratori (uz ji stavite?) si napriklad muzete bez
problému spustit rekurzivni DNS server Unbound s
podporou DNSSEC i DNS64 zaroven.

21.9.2023 Radek Zajic, radek@zajic.v.pytli.cz, KKDS Plzen (2023) 28


https://datatracker.ietf.org/doc/html/rfc8683

o

Je IPv6 (ne)bezpecnéjsi
nez IPv4?
Zalezi na vas, ne na
protokolu!
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