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black vs. white

' ICMP Flood: hping3 --icmp --flood --interval 100 <target-ip>

HPING localhost (lo ): icmp mode set, 28 headers + 0 data bytes
hping in flood mode, no replies will be shown




ICMP anomaly detected
for2m 41s

> 1 instance

DEMO: ICMP DDoS




88 Specialized Dashboards / Analyze ICMP ¥ <@

all icMP/1 + True v

ICMP alerts ICMP - bps ICMP - bpp ICMP - fps

ICMP - pps ICMP - dstip
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Top Talkers by Flows
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HTTP DDoS:
slowhttptest -c 65538 -H -B -R -X -i
1 -r 2000 -t GET -u <target-ip>-x 24 -p 1




HTTPs anomaly detected

for 1m 54s
> 1 instance

DEMO: HTTP DDoS
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Sensors:

¥ sensor - 1 - sensor - 1 -
NFv5 / NFv9 / NFv5 / NFv9
IPFIX / IPFIX

Previous Next




Filter Mode

® SMART @ CUSTOM

dport=53
/

Predefined Filters

DNS requests

Previous Next




Metrics
Filter Mode
® SMART @ CUSTOM

Predefined Filters

DNS requests

Metrics:

® fps (flows per second)

@ sips (source IPs)

® pps (packets per second)
@ bps (bytes per second)

@ dips (destination IPs)

@ bpp (bytes per packet)

Previous Next




Filter Mode
® SMART @ CUSTOM

Your Name for Monitor

dns_requests_fps_sips

Exporter Name (how to find your Monitor in Prometheus/Influxdb)

Previous Save & Start Save & Pause




DEMO:
HTTP DDoS

88 Specialized Dashboards / Analyze HTTPs #r <8
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dport proto
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DEMO: example BGP FlowSpec
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black vs. white

' Portscan: nmap -sV <target-IP>

Starting Nmap 7.80 ( https://nmap.org ) at 2023-05-02 18:44 UTC
Nmap scan report for localhost ( )

Host is up (0.0000060s latency).

Other addresses for localhost (not scanned): ::1

rDNS record for : localhost.localdomain

Not shown: 987 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp ProFTPD

22/tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.1 (Ubuntu Linux; protocol 2.0)
25/tcp open smtp Postfix smtpd

53/tcp open domain (unknown banner: none)

106/tcp open pop3pw poppassd

110/tcp open pop3 Dovecot pop3d

143/tcp open imap Dovecot imapd

465/tcp open ssl/smtp Postfix smtpd

783/tcp open spamassassin SpamAssassin spamd

993/tcp open imaps?

995/tcp open pop3s?

3306/tcp open mysql MySQL 5.5.5-10.6.12-MariaDB-0ubuntu
8443 /tcp open ssl/https-alt sw-cp-server




Bruteforce

' Bruteforce na SSH: hydra -l root -x 1:3:aA1 <target-ip> ssh

Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes
(this is non-binding, these ***x ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2023-05-02 18:52:10

WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 16 tasks per 1 server, overall 16 tasks, 242234 login tries (1:1/p:242234), ~15140 tries per task

[DATA] attacking ssh://localhost:22/




DEMO: sken SSH/Telnet

Top Talkers by Flows
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