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Pouzite svoj DNS resolver.na spe
zabezpecenie a filtrovanie obsahu

LY
L\

Filip Sklenar | Account Executive



Dostali cez SMS, WhatsApp,
Messenger alebo email?

navsteve novej
webovej stranky?

Mali ste podozrenie, Ze niektoré vase aplikacie
niekam, kam ste nechceli?

Doslo k zariadenia bez zjavného
dovodu?

Zaujima vas, Ci vase hesla, Cisla platobnych

kariet alebo Cislo socialneho poistenia
‘)




- v Microsoft account unusual sign-in activity - Message (HTML)
MESSAGE
Mon 8/5/2019 4:15 PM

account-security-noreply@accountprotection.microsoft.com

Microsoft account unusual sign-in activity

To Support

Microsoft account
Unusual sign-in activity

We detected something unusual about a recent sign-in to the Microsoft account support@

Sign-in details

Country/region: Indonesia

IP address: 178.128.82.122

Date: 8/5/2019 11:05 PM (GMT +7)
Platform: Mac OS

Browser: Chrome

Please go to your recent activity page to let us know whether or not this was you. If this wasn't you, we'll help you secure you
was you, we'll trust similar activity in the future.

Review recent activity

BY Sign in to your account X +

C (@ Notsecure | accountoffice.dynvb.net/

Flash Player|

< C

™ Microsoft

Sign In
Email, phone, or Skype
No account? Create one!

Can t access your account?

Next

-~ W

v Windows Defender Security Notification

App: ads Fimanciaitracker.exe
Threat-Detected: Stuxnet. Trojan-Spyware

, , Podvody su v
sucasnosti ovela

oV e

sofistikovanejsie.

Access to this PC has been blocked for security reasons
Contact Microsoft Windows Helpline: (888)241 5593

=l 99 Snazim sa byt’ na
| internete opatrny,

nikdy neviete.

=. Microsoft

et ,, Ucim svojich

— rodinnych
prislusnikov, na co by
nemali klikat'.

Update your Flash Player

99 Nechcem, aby to moje
deti sledovali.

Your Flash Player for




Riesenim mozete byt’ VY

You )
Your customer The internet

- pve
X A
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AKYy je najucinnejsi

Sposob

-~

ochrany vasich pouzivatelov? (.. .om:

User

User’s device

—>
Wants to visit
www.company.com
C —_— Y |
Does not know
Malware domains, needs
|P address to
X ] connect
/

O
45

Needs to connect to
www.hackers.com to
be activated

DNS request 1

]

What IP is
www.company.com?

DNS request 1

]

What IP is
www.hackers.com?

= ° threatintelligence
and Al engine

!

whalebone
Ll ]]]]{{[ Ll

Whalebone
DNS resolver

NG
F
.

DNS resolver
translates domains
into |P addresses.

Whalebone DNS
resolver Immunity
filters out the
domains which are
identified as
malicious.

-©-

Based on
Whalebone’s threat
intelligence and Al

analysis, the
request is blocked.

Legitimate
website

B

Malicious
actors

)
o)




® 0O < O suspiciousurl.com ¢ O E

NETFLIX

@ Your account is on hold.

Update your account to get back to
watching.

Dear Valued Customer,

We're having some trouble with your current billing information. We'll try again,
but in the meantime you may want to update your payment details.

Need help? We're here if you need it. Visit the Help Center or contact us now.

—Your friends at Netflix

DNS resolver okamazite

Chrani pouzivatelov

® 0O < 1l suspiciousurl.com & O E

whalebone
L L L

Attention!

Harmful conment detected!

Your device and your personal data are in dangesr!

== Kazdy mesiac blokujeme viac ako

400 milionov hrozieb pre
Peacemaker zakaznikov.




Preco si vybrat’ zabezpecCenie DNS
ako sluzbu s pridanou hodnotou?

A %

= L]

Ludia su ochotni Ziadna instalacia = vysoka Predavajte to, ¢o je Jednoducha
zaplatit’ za miera prijatia, rychly rast skutoéne uzitocné a implementacia,
bezpecnost’ a ochranu ludia sa vam pod’akuju mozete spustit’ do 2
svojej rodiny mesiacov

Spravnou cenotvorbou mozete vytvorit zdroj prijmov
pomocou sluzby, za ktoru ludia radi zaplatia.



Filtrovanie obsahu pre

Vasi zakaznici si mozu nastavit’ vlastnu politiku filtrovania

obsahu.

Priebezne aktualizovana databaza kategorii hrozieb a obsahu.

IP Range

Insert IP addresses in CIDR form separated by newline,

e.g. 10.10.10.0/24

10.20.30.0/24
10.20.40.0/24

10.10.50.122/32
10.0.10.0/29

Policy

Default policy

Exception

Schools

Options

rodicov a spolocnosti

Content filtering
V¥  Adult
4 Gambling
v/ Sexual content
4 Weapons
(J  Entertainment
O Audio/Video
O Chat
() Games
O Social networks

O O O 0O 0O

O O O 0O

Crime

Drugs

Racism

Terrorism

Violence

Unwanted

Advertisement

Crypto-Mining

Tracking



Threat intelligence je nevyhnutnostou

150,000+

denne pridavanych domén
do nasej databazy

15,000,000+ L

. aktivnych $kodlivych domén - |
v nasej databaze : R <

Whalebone
Resolver



Pripadova studia: BitConnect

Ciele zakaznika:
Vytvorenie stabilného prijmu

Najdenie sposobu, ako zvysit’ predaj sucasnym zakaznikom a zacat’ generovat’ viac prijmov od novych zakaznikov

Lionel Redelinghuys | CEO BitConnect




Ide o rastuci trend - nezaostavajte

\\f“lll;i 111};‘“11@(!'}]\]’“131:l;t]‘llJle]{‘f(’l‘]lllalge This was the quickest and most seamless
of Whalebone Threat Intelligence. Our , , , ,
nUUdOQ team has witnessed a number of WEDEEHODY llllplen]elllallOIl Of d SCCUl‘lly lCChnOlogy Iinto
instances where the service has @@[v the network I have ever witnessed in my career.
” quickly and effectively prevented
phlShlllg campaigiis. Milo$ Vodicka | ICT manager, Aero Vodochody

Pelle Jensen | Security Analyst, Nuuday

Whalebone convinced us bv its technical quality,
innovation and the user experience.

| can summarize the collaboration in . -
The implementation went smoothly and therefore

three words: Agile. Complex. Fast.

2 our customers enjoy a state-of-the-art
Nikola Spica cyber security product.
Business Analyst, Al Serbia Peter Novak | Segment Marketing Manager, 02 Czech Republic

Yvite TELE2 [Ko2 ASANVISION NEAS O purefiore



whalebone
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100,000 domacnosti
chranenych sluzbou

Poskytujeme kyberneticke zabezpecenie pre viac ako 350+
telekomunikacnych spoloCnosti, poskytovatel’ov
internetovych sluzieb, podnikov a institucii vo viac ako 40
krajinach na celom svete.

Deloitte.

Technology Fast50 #22 miesto naj ryChleJS]e

rastucich spolocnosti
Deloitte v strednej a
vychodnej Europe (1104%

Nasim cielom je

Cena Deloitte ochranit’ 1 miliardu

Whalebone Vychadzajuca hviezda narast) ludi
2017 2020 2023 ?
O O O O O O O O

2016

Zalozenie spolocnosti v
centre kybernetickej
bezpecnosti
Brno, Ceska republika

2019 2022 2024

Vyhra vo vyberovom
konani Europskej
komisie pre projekt
DNS4EU

INSZEU

Lider na trhu v pocte
nasadeni zabezpecenia pre
uzivatelov v
telekomunikacnych siet'ach

Ziskanie prvych velkych
zakaznikov na
telekomunikacnom trhu

O,



Peacemaker bezplatna skusobna
verzia

Nastavenie .............. > Nastavenie ............ > Skl’l\S’Obné .............. > Vyhodnotenie
infrastruktury & konfiguracia prevadzka



Peacemaker

v/ Whalebone DNS resolver a
konfiguracné API

v/ Ochrana celej siete

V' Nariadené filtrovanie obsahu

vyzadovane legislativou

v/ Admin portal
X

X
X

varianty

Peacemaker

v/ Whalebone DNS resolver a
konfiguracne API

v/ Ochrana celej siete

v/ Nariadené filtrovanie obsahu
vyzadovane legislativou

v/ Admin portal

V' Nastavenie roznych filtracnych
politik pre B2B

v Monetizacia filtrovania osbahu
X

X

Peacemaker

v/ Whalebone DNS resolver a
konfiguracne API

v/ Ochrana celej siete

v/ Nariadené filtrovanie obsahu
vyzadovaneé legislativou

v/ Admin portal

V' Nastavenie roznych filtracnych
politik pre B2B

v/ Monetizacia filtrovania osbahu

v/ Monetizacia zabezpecenia

v Portal pre koncovych
uzivatelov



Pridajte sa k nam na
ceste chranit’ 1
miliardu pouzivatelov
internetu

Filip Sklenar

G filip.sklenar@whalebone.io

| +420739364414
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