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Kdo jsme

e CSIRT.CZ

e Narodni CSIRT Ceské Republiky

e CZ.NIC

* Provoz domeény.CZ

e Mnoho projektl (Bird, Knot, Fred, Turris)
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Ridici servery botnetu

e C&C, C2, Command and Control server
e Slouzi k fizeni/orchestraci botnetu

* Neutralizace typicky neutralizuje cely botnet
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Evoluce Fidicich serveru (z CSIRT perspektivy)

e |P
e Jednoducha blokace
e Domeéna

N = N "\ /S

e DGA Domény

e Tézko predikovatelné
* Dblokace jedné ma téemeér nulovy efekt

* ajineé IRC, Tor, peer-to-peer
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Domain Generation Algorithm - DGA

* Pseudonahodné generované nazvy domeén v
zavislosti na Casu

e Unikatni per botnet

* Reverse engineering algoritmu

* Nebo posunuti systemového Casu do
budoucnosti
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Existuji DGA domény na .CZ?

* Maciej Andzinski
e Zadné v bé&zné pouzivanych DGA seznamech
e ~54M dotazl na unikatni domény denné (15.7.2020)

e ~40x vice nez pocet registrovanych .CZ domeén (1.3M)
* n-gram based DGA doménovy klasifikator
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Detekce DGA domén v DNS provozu
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Plan

* Registrovat DGA domeénu (t€. volnou)
* Nasmerovat na nas server (IP)

* profit?
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InetSim a.k.a. nase “past na botnhety*

...Ssoftware suite for simulating common internet services in a
lab environment, e.g. for analysing the network behaviour of
unknown malware samples.

neznamy botnet — neznama sitova sluzba
InetSim — snadna implementace mnoha sluzeb naraz

tcpdump jako zaloha
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Registrace DGA domeény

* Dne 16.11.2021 jsme detekovali a registrovali DGA domeénu:
haqgsz.cz

* InetSim pripraven..
e tcpdump bézi..

e Cekame...

e HTTPS provoz zacal prichazet!
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HTTPS on TCP/443

87.154.x.x - - [16/Nov/2021:13:11:25 +0100] "GET /gnap_firmware.xm|?t=1637064685 HTTP/1.1" 502 182 "-" "curl/7.43.0"
23.241.x.X - - [16/Nov/2021:13:11:26 +0100] "GET /gnap_firmware.xml?t=1637064420 HTTP/1.1" 502 182 "-" "curl/7.43.0"
153.186.x.X - - [16/Nov/2021:13:11:27 +0100] "GET /gnap_firmware.xml?t=1637064688 HTTP/1.1" 502 182 "-" "curl/7.43.0"
83.68.x.x - - [16/Nov/2021:13:11:30 +0100] "GET /gnap_firmware.xml?t=1637064690 HTTP/1.1" 502 182 "-" "curl/7.43.0"
124.120.x.X - - [16/Nov/2021:13:11:30 +0100] "GET /gnap_firmware.xml?t=1637067173 HTTP/1.1" 502 182 "-" "curl/7.43.0"
222.64.x.x - - [16/Nov/2021:13:11:30 +0100] "GET /gnap_firmware.xm|?t=1637064699 HTTP/1.1" 502 182 "-" "curl/7.43.0"
84.106.x.x - - [16/Nov/2021:13:11:31 +0100] "GET /gnap_firmware.xm|?t=1637064682 HTTP/1.1" 502 182 "-" "curl/7.43.0"
223.19.x.X - - [16/Nov/2021:13:11:33 +0100] "GET /gnap_firmware.xml?t=1637064692 HTTP/1.1" 502 182 "-" "curl/7.43.0"
73.233.X.X - - [16/Nov/2021:13:11:33 +0100] "GET /gnap_firmware.xml?t=1637064690 HTTP/1.1" 502 182 "-" "curl/7.43.0"
151.54.x.x - - [16/Nov/2021:13:11:33 +0100] "GET /gnap_firmware.xml?t=1637064692 HTTP/1.1" 502 182 "-" "curl/7.43.0"
79.184.x.x - - [16/Nov/2021:13:11:33 +0100] "GET /gnap_firmware.xm|?t=1637065440 HTTP/1.1" 502 182 "-" "curl/7.43.0"
126.85.x.X - - [16/Nov/2021:13:11:36 +0100] "GET /gnap_firmware.xml?t=1637067096 HTTP/1.1" 502 182 "-" "curl/7.43.0"
89.143.x.X - - [16/Nov/2021:13:11:36 +0100] "GET /gnap_firmware.xml?t=1637064695 HTTP/1.1" 502 182 "-" "curl/7.43.0"
92.154.x.x - - [16/Nov/2021:13:11:36 +0100] "GET /gnap_firmware.xm|?t=1637064695 HTTP/1.1" 502 182 "-" "curl/7.43.0"
212.106.x.X - - [16/Nov/2021:13:11:37 +0100] "GET /gnap_firmware.xml?t=1637064695 HTTP/1.1" 502 182 "-" "curl/7.43.0"
84.30.x.x - - [16/Nov/2021:13:11:38 +0100] "GET /gnap_firmware.xml|?t=1637064033 HTTP/1.1" 502 182 "-" "curl/7.43.0"
95.154.x.X - - [16/Nov/2021:13:11:38 +0100] "GET /gnap_firmware.xml?t=1637064696 HTTP/1.1" 502 182 "-" "curl/7.43.0"
185.125.x.x - - [16/Nov/2021:13:11:39 +0100] "GET /gnap_firmware.xml?t=1637064698 HTTP/1.1" 502 182 "-" "curl/7.43.0"
112.193.x.X - - [16/Nov/2021:13:11:41 +0100] "GET /gnap_firmware.xml?t=1637064699 HTTP/1.1" 502 182 "-" "curl/7.43.0"

e - o c o o @ . LI . o - . CZ DOMAIN
) . . . . e ° ° : o Cz.nlc REGISTRY



QSnatch malware

* Potential Legacy Risk from Malware Targeting QNAP NAS
Devices

...The attacker then uses a domain generation algorithm (DGA) to establish a
command and control (C2) channel that periodically generates multiple
domain names for use in C2 communications - using the following HTTP GET
request [1]:

HTTP GET https://[[generated-address]/gnap_firmware.xml?=t[timestamp]

[1] https://www.cisa.gov/uscert/ncas/alerts/aa20-209a
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QNAP

* Network-attached storage (NAS)
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Vysledky
e 4028 unikatnich IP adres

e 726 siti (AS)
e 90 zemi
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CSIRT e-mailova kampan

e Kontaktovani operatortl koncovych siti pomoci abuse kontakt(
ve WHOIS

* Rozeslani e-mails s informacemi o inflkovanem QNAP zarizeni

e 56 national/governmental CSIRTs (3585 Ips)
e 597 abroad e-mail addresses
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Budouci plany

e Automatizace

» klasifikace DGA domeén
e registrace domén (netestovano)
e |netSim funkcni pro libovolnou doménu

e Analyza dalSich vysledku

e Automatické rozesilani mailt
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Déekuji za pozornost

Martin Kunc

e © ® - @ © o - o o O o o O e @ o =+ o @ -+ - o o @ o Cz.“IC %EZGDBOTI\SYAlN



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18

