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The Changing Application 
Landscape
Creating new MSSP opportunities 
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Fundamental Shift in How Apps Are Designed and Deployed
Decomposition and Distribution of Functionalities

Data Center

Traditional 
Monolithic 
Application

Modern 
Micro-services 
Application

Distributed Deployment Secure & Inter-ConnectMulti-Cluster & Multi-Cloud

DC / Private Cloud

Enterprise Edge

Enterprise Edge

Microservices-based apps Multi-cloud and edge computing

HTTP

API-based communication
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Increasing Complexity and Risk

SECOPSNETOPSDEVOPSAPPDEV

Branch/Customer EdgePrivate Cloud / Data Center

Public Cloud

Public Cloud

Public Cloud

CDN

Increased vulnerabilities due 
to misconfigurations and 
inconsistent policies

Multiple configurations and 
security policies to be deployed 
and maintained across distributed 
environments

Users
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F5 Distributed Cloud – The 
Platform
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Public Clouds
Legacy and Modern Apps

On-prem / Private Clouds
Legacy and Modern Apps

Edge
Modern / Distributed Apps

Data Data

F5 Distributed Cloud for distributed networking and security (multi-cloud and multi-application connectivty)

F5 Distributed Cloud Console

Integration with critical automation, 

Git ops and dev tools
Integration with SIEM, logging and 

alerting platforms

End-user 
experience

DevOpsDevelopers NetOps SecOps

Administrate all your 

datacenters and 

clouds in a 

centralized manner

• Deploy infrastructure 

consistently across multiple 

clouds using IaC

• Create consistent security 

policies to protect your 

applications and APIs using a 

multi-layer WAAP solution

• Deploy apps and APIs using 

the created infrastructure and 

existent security artifacts 

• Publish apps and APIs with 

common security and unified 

visibility and observability

• Run your workloads closer to 

interaction 

Consistency and central visibility
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F5 Distributed Cloud (XC) – Key Building Blocks
Understanding the critical components

Centralised 
operations

Visibility and 
analytics

Artificial intelligence/
advanced insights

App Security

XC Console 
SaaS-based centralised console managing 
application lifecycle and visibility

WAF

Firewall

DDoS mitigation
(Layer 7)

Bot defense

API security

Networking & Net Security

Router Firewall ADC

DDoS mitigation
(Layer 3-4)

API gateway

App Development & Delivery

K8s compute 
platform

Identity

Service
discovery

Secrets
management

K8s cluster
management

XC Mesh - Distributed Networking and Security Services XC AppStack - Kubernetes Platform 
Services for Distributed Applications
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F5 Distributed Cloud Service 
Description
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Faster time to market because we build the service for you with 
F5’s Distributed Cloud SaaS
FROM IDEA TO LAUNCH IN WEEKS NOT YEARS 

Integration with SIEM, Logging 
and Alerting Platforms

Integration with Critical Automation, 
Git Ops and Dev Tools

F5 Distributed Cloud Console – Centralized control plane

Private Cloud / Data Center

Public Cloud

CDN

DDoS 
Mitigation

Web App
Firewall

Bot 
Defense

API 
Security

F5 Global Network  / 
SP Network Branch/Customer Edge

DNS Load 
Balancing

Multi-cloud 
networking

MSP OSS/BSS Systems

MSP Portal
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Application Delivery Network (ADN)
F5's private global network 15

Metro 
markets

24+
Edge
PoPs

12+
Tbps

capacity

Multi-Tbps
private

backbone

Dedicated
connectivity

to CSPs
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Layered Security

Network Security

• Denial of service (L3/4)
• IP security (reputation and deny / allow lists)
• Geolocation security
• AS security
• TLS fingerprinting

Cybersecurity Intelligence

• IP reputation and intelligence
• F5 Threat Campaigns
• Signature database
• Actionable security

Web and API Security (WAAP)
• Denial of service (L7 / TSA)
• Web Application Firewall
• Signature-based Bot Defence
• API Protection (EP learning, schema learning)

Identity and behavior
• Device and user identification (ATI)
• Behavioral analysis and control (UBA)
• Bots and unwanted automation (Shape)
• Digital fraud prevention

WAAP and Bot 
Defense

CONFIDENTIAL

Developers DevOps NetOps SecOps

Administration
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Visibility & Actionability
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Service Offerings for MSSP – The How
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F5 XC enables MSSPs to achieve their business goals

SaaS PLATFORM READY FOR MSSPs

Offer Security 
Services from SaaS 

platform
Fast time to market Flexible multi-cloud 

deployment 

Flexible business 
models for Resell 
and White-label

Consumption-based 
commercial model
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Flexible business model

F5 XC Tenant

Owned by MSSP MSP Portal
Customer1 

Customer2

Owned by 
Customer

Delegated 
Access

Customer3

Customer4

MSSP owns full 
lifecycle of the 
tenant

Customer have no 
relation with F5.

MSSP Providing 
consultancy and 
value add services. 

Customer in direct 
relation with F5

MSSP Branded Services

MSSP offers Professional Service

Resell Service Motion
B

MSP Reseller

AB

A
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WAAP Service Offering and Deployment

WAF Load balancing

Basic DDOS Dedicated Console Access

Basic API 
Protection

Basic Package
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Gold 

Platinum Flexible Deployment Options 

MSSP Cloud
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Pricing Exmaples
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Base Package components (details on orderability guide)
CE deployments

=
Application advertised on

F5 ADN
or

customer network

F5 RE/ADN Deployments
=
Application advertised on
F5 ADN

Base Package (“per organization”)
- primary & secondary DNS (250 zones)
- DNS Load Balancing – 50 Apps (Domains) with 200 Monitor 

instances
- RBAC for XC console
- Anycast advertisement in more than 25 data centers
- Secure global backbone, Tier-1 connectivity to all major 

hyperscalers
- Observability, Performance- & Security Analytics
Includes 1 public load balancer (for app advertisement via RE)
• max 32 Domains with one SSL/TLS certificate
• Anycast advertisement over more than 25 data centers

Includes WAAP for RE deployments:
• WAF signatures + API swagger import
• Bot signatures
• L3-L7 DDoS protection
• IP Reputation
• Geo IP Database
• Threat Campaigns
• Client-Side Defense (1M requests)
• Security Logging & Reporting

https://f5.sharepoint.com/:p:/r/sites/Volterra/_layouts/15/Doc.aspx?sourcedoc=%7B94381D6D-B134-45CE-8F98-5B8D8B49F410%7D&file=Product%20Orderability%20Deck%20Production.pptx&wdLOR=cC780AF1C-B2CF-4B5C-A9A1-3C9F78D2D89F&action=edit&mobileredirect=true&web=1&cid=edaea804-5e62-4da6-89ae-140406bcf63e
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Pricing metrics overview (customer-facing)
K8S as-a-service

“per container” “per connected site”
(+ optional hardware, e.g. 
industrial gateway or rack server)

Global L3-L4 DDoS 
mitigation
• “on-demand” or “always-on” 

subscription
• “per Mbps clean traffic”
• managed service

CE deployments

=

Application advertised on

F5 ADN

or

customer network

F5 RE/ADN Deployments

=

Application advertised on

F5 ADN

LB+WAAP for 
advertised application
“per public LB/Application”

Extended Mesh Site
“per connected site”

WAAP on 
connected site
“per secured site”

Base Package (“per organization”)
Optional:

- Bot Defense “Standard” / “Advanced” / 

“Premium” (“per M request”)

- “AI enabled”: API Discovery, ML/L7 DDoS, 

malicious user (“per M request”)

- Application Infrastructure Protection 

“Advanced” (“per workload”)

- Client-Side Defense (“per M request”)

Additional fees apply for data transit:
a) from the extended site to the F5 ADN

b) from one RE-container to another RE-container
c) from a RE-container to the Internet
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Simplified pricing components overview
K8S as-a-service

min. $12 per container
min. +$1,000 per site (via 
combo nodes: mesh + 
appstack)
(+ optional hardware, e.g. 
industrial gateway or rack 
server)

Global L3-L4 DDoS 
protection
min. +$3,500 (per month)
+ $8 per Mbps clean traffic

CE deployments
=

Application advertised on
F5 ADN

or
customer network

RE/ADN Deployments
=
Application advertised on
F5 ADN

LB+WAAP (basic) for 
advertised application
+ $210 per public LB

Extended Mesh Site
min. + $1,250 per site

WAAP on 
connected site
+ $1,500 per site

Base Package (per organization)
$2,100
Optional:
- Bot Defense “Standard” (+$3,000)
- API Discovery, ML/L7 DDoS, malicious user 

(+$850 per M request)
- Application Infrastructure Protection 

“Advanced” (+$25 per workload)

Minimum Configuration, EMEA List Prices, Monthly Fees
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Key Takeaways
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Key Takeaways

Deploy anywhere

Operate on F5 global network, 
public / private clouds, or edge sites 
– wherever apps are located

Efficacy + agility

Top-tier security controls provide higher 
efficacy, while SaaS model and unified 
management increase agility

Common platform

WAAP combined with multi-cloud 
networking, edge computing, and a 
global network in a single offering

MSP Enabled
White labeling for minimal upfront investment
MSP portal for customer management & operations
Customer Edge & Private instance for maximum control




