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ABOUT

e BIMI communicaTions

CESKA ICT FIRMA

sidlo v Praze

SYSTEMOVY INTEGRATOR

sluzby v cloudu i on-premise

ZAKAZNICI PO CELEM SVETE

Svét je nase hranice
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diagnostika
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CPE Management

Moznost efektivni vzdalené spravy
zafizeni
IndividudIni i hromadné operace



VYZVY POSKYTOVATELU INTERNETU

EFEKTIVNI VZDALENA SPRAVA

. »Zero-touch” pfistup je nutnosti
EFEKTIVNI, BEZPECNE MASOVE OPERACE _.
. Schopnost planovat a rapidné vykonat operace nad CPE

bazi, véetné aktualizace firmwaru

ZLEPSENI USER EXPERIENCE

. Proaktivni reseni problému na strané zakaznika



PROTOKOL TR-069

ZAKLADNI CHARAKTERISTIKY:

4| GetParameterValues RPC }7

. Zakaznicka zafizeni (neboli CPE) v sobé maji hierarchicky N e]
usporadany datovy model parametrq, jejichz zapisovanim 07777783
se méni nastaveni daného zafizeni [ ->I<-]_, INFORM WESSAGE 2

. Zakaznicka zafizeni (CPE) posilaji pfi predem definovanych . '
udalostech zpravu do ACS (Auto-Configuration Server) —

serveru, ktery je spravuje pomoci TR-069 ACS

. Pri pfrijeti této zpravy mlze ACS vycitat a zapisovat
parametry na CPE, pripadné provadét jiné metody,
napfiklad: CPE Ize vzdalené restartovat, uvést do tovarniho tieioysirmesrrrrr)
nastaveni, aktualizovat firmware, provadét diagnostické
testy...




RESEN{ VYZEV: ZERO-TOUCH

PROVISIONING

KONTEXT:

Nutnost manualni interakce se ISP snazi eliminovat

CPE maji preddefinované ACS URL — po pfrihlaseni na server
se na nich nastavi parametry zakaznickych sluzeb (VolP,
PPPOE...)

Workflow: dodani ACS instance, pre-provisioning, pfipojeni
CPE, provisioning

Manudlni interakce omezena na zapojeni CPE

rsraer o)
@ =

Zakaznik vyuZiva instanci ACS

O

,, L8]
——rRy
CPE se pripoji ﬂ

CPE 1234
VolP
PPP Username
PPP Password

Zakaznik pouZije API k vytvofeni zaznamu pro provisioning

CPE 1234
VoIP
PPP Username
PPP Password

ACS nastavuje parametry



ZAKLADNI CHARAKTERISTIKY:

Pti velkém objemu zafizeni je cenové neudrzitelné/neakceptovatelné vyvolavat interakci se zakaznikem
Pozadavek: skalovatelné, planovatelné hromadné operace — typicky firmware upgrade
Deutsche Telekom, 2016: 10 milion CPE upgradovano za 6 hodin

Redeni: Out-of-the-box funkcionalita ACS

Optionak



RESENI VYZEV: ZLEPSENI USER

EXPERIENCE

ZAKLADNI CHARAKTERISTIKY:

. Cil: vyhnout se odchodu zakaznik(

. Kontext: maly prostor pro ziskani kompetitivni vyhody

. Kvalita wifi primarnim divodem hovorl na centra zakaznické podpory

. Redeni: Monitorovaci moduly ACS pro zobrazovani, vyhodnocovani a diagnostiku kvality pfipojeni

. Hlavni trend: Wifi optimalizace

Connected Clients
Last update: 2022-09-15 14:21:16 (9 minutes ago)

Vendor MAC Address 1P Address Operating standard Band ssio Noise Signal Quaiity
na FE-15.C8-D7-FF-91 na 24GHz Main 0.dBm
na ¢ na 24GHz Main 0 dBm
StreamUnlimited Engineering GmbH na 24GHz Main 0dBm EXD
na 192.168.188 40 na 24GHz Main 0 dBm 752 aom |
na D7-FF-92 192.168.188 24 na 5GHz Main 0 dBm "5 aom |
na FE-15-C8-AA-D4-BE 192168.188 21 na 5GHz Main 0dBm 75 0om |

Simona-iPhone na EE-35-CE-33-CB-5F 192.168.188.32 na 5GHz Main 0 dBm 55 aom |

MOAB2GG4 na 84.C5-A6-61-9D-97 192168.188 39 na 5GHz Main 0dBm EXm

Connected Clients Count

Last update: 2022-09-15 142115 (3 minutes ago)

Band & sSID Total Good signal (Above -70 dBm) Perfect (Above -30 dBm) Very Good (30 to 7 dBm) Decent (7 to 70 dBm) Not OK (70 o 80 dBm) Unusable (Below 80 aBm)
24GHz Main 4 3 0 2 1 1 0

5GHz Main 4 2 0 2 0 N 1



Network Map
Last update

WLAN 2.4GHz
nts

Active Count: 1

Panasonic-HC2020-4b54

P
MAC: 50-1E-2D-25-4B-56
Manufacturer

Model

Status: Active
SignalStrength: -56 dBm «

DETAILNI INFORMACE O CPE

Main Node

Jl WLAN 5GHz Clients

Active Count: 5

Extender Node
| | po——

13
MAC: DC-15-C8-D7-FF-8F
Manufacturer: AVM

Az
Model: FRITZIRepeater 1200
Status: Active
SignalStrength: -84 dBm «

MOAB2GGA Active Count: 0

P
MAC: 84-C5-A6-61-9D-97

Manufacturer
Model al WLAN24GHz il WLAN 5GHz [] LAN Clients
Status: Active Clients Clients

Active Count: 0

nalStrength: -59 dBm «
Signalsirengfh: 50 dBm Active Count: 0 Active Count: 0

hmy

il WLAN 2.4GHz
Clients

Active Count: 1

PC-192-168-188.40

1P
MAC: 48-A5-E7-07-A0-50
Manufacturer

Model!

Status Active

IStrength: -52 dBm »

Sig

RESENI VYZEV: ZLEPSENI USER

EXPERIENCE

MAC: DC-15-C8-B5-91-19
Manufacturer. AVM
Product class: FRITZIBox
Active Count: 8

[ LAN Clients

Active Count: 2

Extender Node
fritz.repeater

Manufacturer: AVM
Model: FRITZIRepeater 1200
Status: Active
SignalStrength: -75 dBm »

Active Count: 1 Simona-iPhone Client #2 PC-192-168-188-36
P P
MAC: EE-35.CE-33.CB-5F  MAG: 50-67-FO-A1-7874  MAC: 00-1D-8C-0E-3¢
all WLAN 5GHz [ LANClients  odel Modet Modet
Clients Status: Active Status: Active Status: Active

Active Count: 0
SignalStrength: -63 dBm «

Active Count; 0

2.4GHz Radio Clients Recommendations (1h)

11249

Connect on 5GHz

0

Coverage WiFi Standard

CPE Recommendations (1h)

6297

7030

CPU Usage Mem Usage




RESENI VYZEV: ZLEPSENI

DETAILNI INFORMACE O OKOLNICH CPE

WiFi Optimization

2.4GHz Spectrum Usage
Last update: Thu Sep 15 2022 14:28:01 GMT+0200 (Central European Summer Time)

tswifi [CUSTOMER]

@ C8809AB71682ADBB81DBBBOE29365DCF

AS1
452A47AE0C] 06B0DDD647AD6FOCD8IEE
4CO0F091912E0781ACE971A22879BFDF

@ B35F805D17A117111FF7D97C7D83E496
@ 107877372E391A4185DD6897A3CI1204

2.4GHz WIFi Neighbors
Last update: 2022-09-15 14:21:15 (11 minutes ago)

ssiD

CB8809AB71682ADBB81DBBB0E29365DCF
38EDYF4984D3670FDE 1A5186064AF BBE
962C2EBDFIBF7718B5367EA5AC58A39D
53A73A79ABO0CESDBD1B6D3C49BD6CE6
3BEDIF4984D3670FDE1A5186064AF BSE
9C648E59101668F9014C691FOCIDCE2E
38EDYF4984D3670FDE 1A5186064AF BBE
17C7B8FB99F056CD5179F3D1523B22F8
607E1DF7228EC55C48811B492DD86CEF
F2E57672F5742B93D052B0AE390D19E8
99D98CBF1D433652C58D33293060F D52
S4EAESEB877065FEBT!

D5179F3D1523B22F8
©® 38EDIF4984D3670FDEIAS]86064AFBSE
8C186304F3AA4CBCF3367AEBS SFBSEG4
AF524EBF22273F1929EC6EB87DDBBEFD

aly Neighbors List

38ED9F4984D3670FDE] AS186064AFBSE

BSSID

30:23:03 XX XX:XX
7a:da:88 xx xx:xx
fa 8 caxx xx XX

2:52:16 XX XX:XX
82:8CHI XX XX XX
38:437d XX XX XX
06:5.67 3¢ xx XX
34:2C.C4 XK XX XX
34:2C:C4 XX XX XX
74:C9XX XX XX
2C:4d:54 XX XX XX
34.2¢.4 XX XX XX

@ 1CEC603FF11F1924C7743C0D759D2736

USER EXPERIENCE

962C2EBDF9BF771885367EASACS8A39D
607E1DF7228EC55C48811B492DD86CEF

® 4A324D918D53794C41999F94F0531BA2

@ B31BC2075228A6F2CF23BAEFA1 78A7F5 8CA9F;

® 53A73A79ABOOCESDBD1B6D3C49BD6C8E6
F2E57672F5742B93D052B0AE390D1 9E8
F2E57672F5742B93D052B0AE390D1 9E8

@ C8809AB71682ADBBSIL

® 38ED9F4984D3670FDEIAS186064AFBSE
@ 99D98C8F1D433652C58D33293060FD52

9C648E59101668F9014C691FOCIDCE2E

54EAESEB877065FEB7C2394A0304C30A

DEIAS]

vpe
Alien
Alien
Alien
Alien
Alien
Alien
Alien
Alien
Alien
Alien
Alien
Alien

34565FBECO
©® CDBOBE4884739A14A57A93ACFF7B5672

Channel

99D98CBF1D433652C58D33293060FD52

Channel Width

20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz
20 MHz

Noise

96 dBm
96 dBm
95 dBm
95 dBm
97 dBm
97 dBm
97 dBm
95 dBm
95 dBm
95 dBm
-97 dBm
96 dBm

38ED!
0A43B3051CA68153CC7DD2B2C2A43553

signal strength

Q

Q



TRENDY: SEMI-AUTOMATIZACE

SUPPORT INVENTORY/CRM

e o
L

*  Kontext: potifeba efektivnich, (semi-)automatizovanych
operaci

. .,Manualni“ interakce s GUI je mozna, ale ne
preferovana

* APl poskytuje pIné rozhrani pro management zafizeni
a jejich provisioning

*  Snizeni nakladu na trénovany personal




TRENDY: DOPORUCENI NAD

DATY

*  Pro zajisténi QoS a QOE je tfeba granularni sbér dat
* Vizualni prezentace a agregace nasbiranych dat nestaci
Systém by mél doporucovat, jak problém vyresit — tim asistuje/nahrazuje agenty zakaznické podpory

Device WiFi Performance and Coverage
Last update: 2022-09-15 14:21:15 (11 minutes ago)

~
<
Type Issue Band ssID Action Description
Channel Interference 5GHz Main Expecting better WiFi performance & coverage due to less interference
WiFi Clients Performance and Coverage [ o]
Last update: 2022-09-15 14:21:15 (11 minutes ago)
Type MAC Issue Band ssiD Action Description
Weak Signal FE-15-C8-D7-FF-91 24 GHz Main Connected client has low signal strength - move it closer or add a WiFi extender/AP for coverage improvement
Weak Signal FE-15-C8-AA-D4-8E 5GHz Main Consider Extender Connected client has low signal strength - move it closer or add a WiFi extender/AP for coverage improvement
Weak Signal FE-15-C8-D7-FF-92 EID 5 GHz Main Consider Extender Connected client has low signal strength - move it closer or add a WiFi extender/AP for coverage improvement
Coverage Problem FE-15-C8-AA-D4-8E 5 GHz Main Connect client to 2 4GHz band for coverage improvement
Coverage Problem FE-15-C8-D7-FF-92 5GHz Main

Connect client to 2.4GHz band for coverage improvement



TRENDY: CLOUD

Pro malé a stifedné velké ISP jsou naklady na
dedikovanou infrastrukturu signifikantni
Cloud a SaaS feSeni nabizi ISP pohodiné,
efektivni feSeni

Vyznamna Uspora a méné starosti: hardware,
operacni naklady, zabezpeceni, vysoce
kvalifikovany personal...



PRIPADOVA STUDIE:

INVOSYS

ISP — Velka Britanie

Zakladni provisioning a diagnostika

Cloudové feseni

Vyhradné postaveno na vyuziti APl — data z ACS
prenasena do externiho portalu, sprava zarizeni
bez pfihlaSovani do GUI




Protokol TR-069 je pouzivan celosvétové k efektivni
spravé mnoha typu zafizeni

Umoziuje extenzivni monitoring a diagnostiku
koncovych zafizeni

Umoznuje velmi efektivni, (semi-)automatizované
operace s individualnimi CPE i na hromadné bazi
Soucasny trend: automatizace, proaktivni feSeni User
Experience a vyuzivani cloudovych sluzeb

il

BUSINESS CENTER - CRM

GUI USERS

@@

SUPPORT

GATEWAYS

IP PHONES

@ SET TOP BOXES, ETC...
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TR-369

jsme tu pro vas

v s

DALSI INFORMACE

tanku €. 27

na nasem s



