FLOWCUTTER

Analyza netflow

Mgr. Matej Pavelka PhD.

FLOWCUTTER



FLOWCUTTER

Network Visibility Tool

Analyza netflow jinak

Mgr. Matej Pavelka PhD.

www.flowcutter.com



http://www.flowcuuter.com

Foto z Pexels.com







FLOWCUTTER

#= Nejrychlejsi
4= K obrazu svému

g Otevieny

FLOWCUTTER



FLOWCUTTER

‘Total transfered bytes Average traffic

7.06 T8 647 mb/s

Traffic
16b/s
il
200 Mb/s
o0 0200 0300 0400 0500 0600 0700 0800 0900 10:00 11:00 1200
— Average traffic
186.29.22613 37168
1862922614 366 6B
1862922612 33868
B 2478
sz ] 20868
20172224242 (N 101 B
25312027 [N 95.7 6B
1601310071 (N 94.9 cB
22017222213 ([ 75.2¢68
16191255106 ([ 65.368
2391336538 [N 51.568
2391336557 () 49.1 6B
18147121776 [} 45.3c8
2555834152 ] 38.4c8




FLOWCUTTER

Filtering
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Ports and Protocols

Peak Packets per second Communication pairs

UDP 350 kpps 1.026 mil 2552 fps
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Visibility to DNS traffic
Top DNS Resolvers

Top DNS resolvers Top DNS ports Communication pairs
18629.241.2 4278147 flows 250K
2201722222 . | 1408997 flows
9714488 564983 flows
186292252 M | 143851 flows
9714444 || 79886 flows
186292242 | ) 29639 flows
23920811 | 16558 flows
104165471 | 9785 flows
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— 853/UDP 41 = DNSdestination port
“Top DNS querles (flows) Top DNS responses (flows)
sip dip flows sip dip
220.172.194.59 186.29.241.2 62579 186.29.241.2 220.172.194.59
220.172.222.13 97.144.88 42374 97.14488 22017222213
121.235.163.175 97.144.44 38668 97.144.44 121.235.163.175
121.235.163.175 97.144.88 32982 97.144.88 121.235.163.175
220.172.222.101 97.144.88 30628 97.14488 220.172.222.101
220.172.194.50 186.29.241.2 29517 186.29.241.2 220.172.194.50
220.172.205.168 220.172.222.2 27774 186.29.241.2 220.172.222.189
220.172.222.189 186.29.241.2 25348 186.29.241.2 220.172.224.89
220.172.224.96 97.144.88 23297 97.144.88 220.172.224.96







10+ nodes cluster

Foto z Pexels.com

FLOWCUTTER




Foto z Pexels.com



= o
S
© S >
) @)
© ke =
> o ”_en.
- o
2 S B
lj m
S
X

' Data
' N
' "~ Moznos

T
A <y 4
o \\\\\\V\\\\V\N\N




Foto z Pexels.com m




FLOWCUTTER

BiliSE. and quick check HESWRIGSE/NRISEE

&
HostlP  186.29.225.2 /

Total transferred bytes L Download = Upload - Flows per second
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Top 10 Destination IP

220.172.197.210
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SESRRSES and BBEE examples
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Profile name*

Profile name

Sip

Dip
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