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Novy pohled na vyuziti
Data Retention reseni pro ISP

Petr Kadlec, ComSource
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DR - metadata o sitovém provozu

Sonda Kolektor

e Zdroj metadat e Archivace a vizualizace dat

e Router nebo firewall e Obvykle on-premise server
o NAT/PAT zarizeni

e Specializovana sonda

Date, Time, Protocol, SrclP, DstIP, SrcPort, DstPort, TCP flags, TTL, Packets, Octets, ToS, Inlface, Outlface,
SrcAS, DstAS, etc.
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Vyuziti metadat o sitovém provozu

Tradicni

* Legislativni povinnost pro

ztotoznéni IP adres
* Reporting sitového provozu
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Progresivni

Troubleshooting
Forenzni analyza
BezpecCnost sité
Automatizace spravy sité
Data Driven Company




Architektura FlowGuard DR




Data Pipeline FlowGuard DR

NetFlow v9
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Search From Search To s hRe "
earch Reques
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Status completed
Source IP Source Port
N From 2021-07-13 11:00
- - A\ 4 To 2021-07-13 12:00
Destination IP Destination Port
88838 < Q Source IP
Protocol I : APACHE Source Port
™ Destination Port
Protocol
Lo oo |
Client Public source Destination
Start time End time Address Port Address Port Address Port Protocol
13.7.2021, 11:15:06 13.7.2021, 11:15:10 192.168.168.30 47295 185.45.202.2 38559 8888 53 ubP
- 13.7.2021, 11:16:11 13.7.2021, 11:15:15 192.168.168.30 54007 185.45.202.2 35604 8888 53 ubP
13.7.2021, 11:16:11 13.7.2021, 11:15:15 192.168.168.30 40736 185.45.202.2 35189 8888 53 ubP
l . 13.7.2021, 11:15:11 13.7.2021, 11:15:15 192.168.168.30 55911 185.45.202.2 61805 8888 53 ubP

13.7.2021, 11:15:11 13.7.2021, 11:15:15 192.168.168.30 34554 185.45.202.2 57011 8888 53 ubpP
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Priklady dalsiho mozného vyuziti



Priklad 1: Forenzni analyza a troubleshooting
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IsrcIP Ipkts Ibytes | flows InoEndFlows | flowTimeAvglttlVarAvglttlAvglttlDistanceAvgllastTimeStamp | pktSizeAvglpkts2flowlpctNoEndFlows|predictionl
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1193.106.138.52 119755561946096578158363 1451 17097.0 10.0 I57.0 17.0 1629073547264 1479.0 134.0 10.77 1 I
1103.11.106.9 1930021 |387386609 1604541103 16856.0 10.0 151.0 113.0 1629073610496 1417.0 115.0 10.17 1 I
1190.83.125.69 11708 (484065 1117 I3 16444 .0 10.0 154.0 110.0 116290734571521283.0 115.0 12.56 10 I
166.249.76.130 |5 1496 1 10 171424.0 10.0 1111.0 117.0 1629071308544 199.0 5.0 10.0 10 I
131.13.103.4 120 12518 |4 10 17360.0 10.0 182.5 146.0 1629070859008 1126.0 5.0 10.0 10 I
160.169.243.25 |4 11319 1 1 1256.0 10.0 152.0 112.0 1629068415744 1330.0 4.0 1100.0 10 I
154.36.148.102 |18 11647 |7 14 1366.0 10.0 156.0 18.0 11629073426176192.0 13.0 157.14 10 I
117.121.114.2 |3 1502 1 1 10.0 10.0 149.0 115.0 1629072427264 1167.0 13.0 1100.0 10 I
1114.119.153.11213 1548 1 1 10.0 10.0 146.0 118.0 116290722759681183.0 13.0 1100.0 10 I
1190.83.125.91 I3 1610 1 1 1256.0 10.0 154.0 110.0 116290708513281203.0 13.0 1100.0 10 I
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only showing top 1@ rows



Priklad 2: Threat Intelligence
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Priklad 3: Automatizace
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Zaverecné shrnuti

" Rodina sluzeb FlowGuard se rozrostla
" Infrastructure Protection (Anti DDoS)
= Website Protection (Anti DDoS)
= Data Retention (DR v cloudu jako sluzba, monitoring a automatizace)
" Threat Intelligence (MISP + Reputation Database)

" Vyuzijte sva data
= Nastala doba datova, kdo je neumi vyuzivat, mava ujizdéjicimu vlaku
= Data Retention = nejlevnéjsi cesta k informacim (refundace statem)
" Bud'te Data Driven Company i ve smyslu provoznich dat
" Hledejte nové Use Cases, my vam je pomuzeme zrealizovat
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Dékuji za pozornost

Email: petr.kadlec@comsource.cz
Tel: 774744 725



