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I Typické problémy dnesnich implementaci CGNAT

Spatnd $kélovatelnost: CGNAT zatézuje pateini smérovad; nenf v HA
konfiguraci; nema dostatecny vykon

Funkcionalita: malé moznosti NAT, chybejici ALG a dalsi

Bezpecnost: Nulova ochrana verejnych adres proti DDoS utokum

Slozita konfigurace: Operacni systém + aplikace, sprava resenf




Reseni od AT0 Networks pro ISP a Telco
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| Viybrané modely A10 Thunder CGN

THUNDER THUNDER THUNDER THUNDER
VYKON 1040ccn ™ 3040coN ™ 4440cen 5440 con
Propustnost 20 Gbps 30 Gbps 80 Gbps 100 Gbps
Pocet spojeni za sekundu 0.8 mil. 1.7 mil. 2.5 mil. 5 mil.
Pbéét full TCP spojeni za sekundu 0.3 mil. 0.4 mil. 1.1 mil. 2.2 mil.
Pocet soucasné navazanych spojeni 32 mil. 64 mil. 128 mil. 256 mil.
Hardwarova akcelerace ne ne 2xFTA-4 2xFTA-4
Pocet kontextu (partitions) 32 64 128 1024
SITOVA ROZHRANI
1 GE (RJ45/SFP) 5/0 6/2
1/10 GE (SFP+) 4 4 16 24
40 GE (QSFP+) 4 4
FYZICKE PROVEDENI
Rozmér 1U 1U 1U 1U
Max. odbér 110W 240W 445W 445W

A10 Thunder CGN Datasheet : https://www.al0networks.com/sites/default/files/A10-DS-15102-EN.pdf



https://www.a10networks.com/sites/default/files/A10-DS-15102-EN.pdf
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Reseni A10 Networks pro ISP/Telco operétory

Mobilni operator

o Sit IPva CGNAT / LSN
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CGNAT v prostredi IPv4

o Transparentni IPv4 konektivita
o Moznost omezeni pocCtu portl na uzivatele
o Podpora uzivatelskych aplikaci




Snadna migrace na IPv6
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Podpora mnoha strategii migrace na IPv6

o Soubéh obou protokold

o Zajisteni konektivity mezi IPv6 klientem a IPv4 obsahem
o Snadny postupny prechod

o Bez dopadu na uzivatele
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Multivektorové DDoS utoky jsou vetsi a Komplexnesi

Cile utok ,
Integrovana DDoS ochrana
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uzivatelé | T

Integrovana DDoS ochrana v prostredi poskytovatele telekomunikacnich sluzeb

« |P Black List DDoS Protection — ochrana NAT poolu

« |P Anomaly Filtering — ochrana proti utokiim na bazi deformovanych pakett
« Connection Rate Limiting — ochrana proti volumetrickym ttokim

« Selective Filtering — ochrana proti znamym zdrojum utoku




I Slozita konfigurace?

class-list CLIENTS ipv4
10.0.0.0/8 1sn-1id 1
interface management
ip address 192.168.1.18 255.255.255.0
ip default-gateway 192.168.1.254
interface ethernet 1
enable
ip address 100.64.0.1 255.255.255.0
ip nat inside
interface ethernet 2
enable
ip address 198.18.0.1 255.255.255.0
ip nat outside
ip route 10.0.0.0 /8 100.64.0.254
ip route 0.0.0.0 /0 198.18.0.254

cgnv6 server LOG_SERVER 192.168.1.222
port 514 udp

cgnv6 service-group LOG_SG udp
member LOG_SERVER 514

cgnv6e template logging LOGGING
service-group LOG_SG

cgnv6 lsn inside source class-list CLIENTS

cgnv6é nat pool POOL 172.16.1.1 172.16.1.254
netmask /24

cgnv6é lsn logging default-template LOGGING
cgnv6 lsn-1id 1
name LSN 1
source-nat-pool POOL
user-quota icmp 128
user-quota udp 1024 reserve 512
user-quota tcp 1024 reserve 512
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Zakon a logovani provozu

Prod SMERNICE EVROPSKEHO PARLAMENTU A RADY 2006/24/ES
0 uchovavani udaju vytvarenych nebo zpracovavanych v souvislosti s
poskytovanim verejnée dostupnych sluzeb elektronickych komunikaci...
Co Datum a Cas prihlaseni/odhlaseni sluzby pripojeni k internetu, vc. IP

adresy a oznaceni uzivatele Ucastnika nebo registrovaného uzivatele,
digitalni ucastnicka pripojka...

Ja k Pouzitim pokrocilych NAT technik s efektivnim logovanim




I Varianta 1 — Deterministicky NAT

Reserved 192.0.2.1:0-1023
10.51.100.1 192.0.2.1:1024-5055
10.51.100.2 192.0.2.1:5056-9087
10.51.100.3 192.0.2.1:9088-13119
10.51.100.4 192.0.2.1:13120-17151
10.51.100.5 192.0.2.1:17152-21183
10.51.100.6 192.0.2.1:21184-25215
10.51.100.7 192.0.2.1:25216-29247
10.51.100.8 192.0.2.1:29248-33279
10.51.100.9 192.0.2.1:33280-37311
10.51.100.10 192.0.2.1:37312-41343
10.51.100.11 192.0.2.1:41344-45375
10.51.100.12 192.0.2.1:45376-49407
10.51.100.13 192.0.2.1:49408-53439
10.51.100.14 192.0.2.1:53440-57471
Dynamic 192.0.2.1:57472-65535

RFC 7422 - Deterministic Address Mapping to Reduce Logging in Carrier-Grade NAT Deployments




Varianta 2 — Port Batching

Blok portu je alokovan uzivatel
Velikost bloku T az 1024 portu
Prvni zaznam v logu pri alokaci, druhy pri uvolneni bloku

Kdyz uzivatel vyuzije cely blok, je mu alokovan dalsi

cgnv6é template logging log
format custom
service-group syloggrp
custom message port-batch-v2-allocated "NAT:PortAllocation: SourceIP:S$src-ip$|\
NAT-IP:Snat-ip$|Start-Port:$nat-port-start$|End-Port:$nat-port-ends$"”
custom message port-batch-v2-freed "NAT:PortFreed: SourceIP:S$src-ip$|\
NAT-IP:Snat-ip$|Start-Port:$nat-port-start$|End-Port:$nat-port-ends$"”




| A10 Harmony Controller

Centralizovany management
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Analytika v HC — Dashboard CGN
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| Analytika v HC — CGN pohled
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| Analytika v HC — sledovani uzivatelu z pohledu kvot
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| Analytika v HC — konsolidované logy z CGN

% Timestamp T Protocol = Subscriber IP-Port * NAT Pool = LID index * Location * Event *
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IPv6 Migration

» @ 04/0912:20:14 TCP 192.67.159.1 2080 Pooll LID-1 USA NAT Port Unavailable
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I Typické problemy? Existuje reseni

- Spatn4 $kélovatelnost iy
“ Funkcionalita Kompletni NAT, ALG, logovéni
AntiDDoS, ADC/WAF
souc4stf licence
SloZita konfigurace Cisco-like CLI, GUI, API

Minimaini analytika \/

Pac

AZ 220 Gb/s a 256 mil. spojen(




| Reference AT0 Networks
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