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Zacneme switchingem
Pristupové switche

— L2 zakladni funkcionality

— Dnes prevazné 10 GE uplinky

—- Pozadavky na DC napajeni, cenu
Agregacni switche

—  Optické modely, L3, dualni zdroje

— U ISP agregacni vrstva neni vyrazné zastoupena

Core switche
—  Opticke, L3, MPLS, BGP, VXLAN
—  Sbér Flow
—~ 100G uplinky

— Instalace v HA konfiguraci
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DCN - spolehlivé reseni
DCN
— Plvodni Lenovo Networking divize, i OEM/ODM
— Spolehlivé reseni
— Na Ceském trhu vice jak 10 let
DCN Europe
—  Podpora + support pro Evropsky region
—  Sklady + logistika - rychla dostupnost zbozi

—  Servisni stredisko v Polsku - Krakow

—  Dozivotni limitovana zaruka
—  Lokalni sklad + podpora distributoru - Alternetivo

-~ Technicka skoleni, konzultace

&,
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VYSOKA
KVALITA
ZARIZENI

DOZIVOTNI
ZARUKY

PRO ZADNE SKRYTE
PROFESIONALY NAKLADY

Cost Effective
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DCN - cenoveé atraktivni reseni
S4200 series

— L2 gigabitové pristupové switche, PoE + optické porty
— Urcené pro CCTV systémy
$4600 series
— L2 gigabitové pristupové switche, PoE + optika
S5750E series

- L2/L3 pfistupové/agregacni switche, Gigabit a 10GE porty
- Zajimavé kombinace portu, stackovatelné, PoE modely
—  Verze s dualnim napajenim AC + DC — velmi oblibené
$6200/S6500 series
— L3 agregacni switche, stackovatelné .
—  10GE a 40 GE uplink porty o % "
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DCN — Reference

Fotbalova aréna Lodz Zabavni park EnergyLandia

MS U20 ve fotbale 2019 - Kompletni zasitovani

Powered by DCN DCN
Europe
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DCN — Reference

Nationwide Educational Network (OSE) v Polsku (2019)

— Statni instituce

— 1800 kust 28-portovych switchu

Nemocnice Torun DCN
— 220 kus0 52-portovych PoE switch Thank You!

Fyzikalni astav AV

— 30 core/agregacnich switcht CS6500
— 230 pristupovych switchu ruznych portaci
— Instalace integratorem

Softex - ISP

—  Nasazeni access a+ pristupovych switcht v celé siti lokalniho ISP ,
—  Core infastruktura Cisco/Huawei v¢. 100GE ringu a tras o ?}”
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Typicky ISP s radové X*tisici uzivatel

Zone External (public) |
AS XXXXX

Logicky nahled na ,vizi reseni” CARRIER 1
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(“, ccess ring 3
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S Solidni vykon

Access ring 2 CCR1072-16-8S+ Tile 72 Core (1000Mhz, DDR1333) Max possible throughput
——/J 1518 byte 512 byte
Mode Configuration
oo kpps Mbps kpps Mbps
Ale, kazdé reseni ma své |Im|ty Il Bridging none (fast path) 6,502.0 78,960.3 18,790.0 76,963.8
o BGP omezeno na single CPU Bridging 25 bridge filter rules 5,033.3 61,1244 7,149.8 29,2856
o Adekvatni doba importu tabulek, ale co rekalkulace? Routing none (fast path) 6,502.0 78,960.3 18,790.0 76,963.8
o Stale CPU based reseni — konfigurace vs. CPU issue... Routing 25 simple queues 6,502.0 78,960.3 10,980.3 44,975.3

Routing 25 ipfilter rules 41256 50,101.3 50515 20,690.9
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Proc to resime?
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Kde brat a nekrast?

CCR1072-1G-8S+

Mode

Bridging
Bridging
Routing
Routing

Routing

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25ip filter rules

AR,

-
"
-

-
n

Tile 72 Core (1000

DR1333) Max possible throughput

1518 byte 512 byte

kpps Mbps Kpps Mbps

; O b/Su 76,963.8
0332 1,124 s 292856
6,502.0 78,960.3 18,790.0 76,9638
6,502.0 78,960.3 10,9803 449753
41256 50,101.3 50515 20,690.9

64 byte
Kkpps
98,801.0
8,682.1
73,061.0
11,368.2

4,999.0

Mbps
50,586.1
44452
37,4072
58205

25595

Parameter

Switching
Capacity

Forwarding
Performance

&
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Huawei Network Procesor - Solar
©

NetEngine 8000
X8

83.78 Thit/s

14,496 Mpps

NetEngine 8000
X4

41.89 Tbit/s

7248
Mpps

L d

Y

HUAWEI

NetEngine 8000 NetEngine 8000
M14 M8

4 Thit/s 2.4 Thit/s

906 Mpps 453 Mpps

NetEngine 8000 NetEngine 8000 NetEngine 8000

M6 M1A F1A
320 GbiB 5 !352M b/ S4 Thbit/s
72 Mpps 72 Mpps 453 Mpps
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Kde brat a nekrast?

CPU / Legacy FW NGFW

Session table Session table

Session 1 Huawei- Session 1

déveloped CPU BIENEEY

30 us to 50 us B rcrrere

> Session 2

+ 10-18 ms Unloading a
flow table
‘ Flow 1
10 us to 18 us Netwgrk Neturd-t s
forwa -ding chip fofwa-din}y chip Flow 2

we First-packet process

= subsequent packet process
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Huawei NESOOOE-M1A - “core routing” za par korun...
.................. N

Kapacita & * 176G
portace - 16*10GE/GE/FE+12*GE/FE(0) +4*GE/FE(e)

1U kompatni
& usporny
HW « Typicka spotreba cca 75-80W !!!

« 220mm, 1U, instalovatelny do 300mm rozv.

na sluzby ISP / * PInohodnotny L3 feature set bez dalSich licenci

Carrier « BGP 512k (FIB 512k IPv4 vs 64k IPv6)

Vykon & « Vykon definovany novou generaci ENP Solar

: Designovano
| stabilita + Unifikovany OS VRP — ovéfeny v CZ &SK ISP

e - - - e - - - —

Full BGP & modularita ? Full BGP & 100GE ?

NetEngine 8000 M8 NetEngine 8000 F1A

Ve

HUAWEI
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Huawei NGFW USG 6000 —,I am a NATmachine!“

CCR1072 (1200Mhz, DDR1600) RouterOS v6.31rc2
. — . 64 byte 512 byte 1518 byte
MIKFO /] Mode Configuration kpps Mbps kpps Mbps kpps Mbps
Bridging |none (fast path) 119.047.6 60,9524 18.790.0 76,9638  6.502.0  78,960.3
Bridging 25 bridge filter rules 104323 53413 90992 37,2703 65020  78,960.3
\ Routing none (fast path) 94,668.4 484702 18.790.0 76,9638  6.502.0  78,960.3
e sy SR Routing 25 simple queues 136835 7,0060 135000 552960 65020  78,960.3
e e e L. _}j) Routing 25 ip filter rules 61040 31252 61255 250900 52476  63726.9
HUAWEI HiSecEngine USG6000E Series Firewalls Matrix
své HUAWEI Model : USG6510E USG6530E USG6525E USG6555E USG6565E USG6585E
Ossizeeewon 0 el 0 el 0 et
':g;};"gggy"t’:ggg‘;‘; 12/12/1Ghitfs  4/4/12Gbits  2/2/15Ghbits  4/4/16Ghits  6/6/16Ghits  8/8/1.6 Gbit/s
Firewall Throughput (Packets Per Second) _ 18Mpps 6Mpps 3Mpps  6Mpps  6Mpps 6Mpps
Firewall Latency (64-byte, UDP) TS 8BS S Bis DR 1850
FWesAThoughput  O75GbYs 2Gbis  2Gbis 25Gbis  3GbYs  3GbiYs
y ” Model USG6615E USG6625E USG6635E USG6655E
Logovani . oo e GG o RS
Sec u rlty? I(T?I;;;e'lv;%l;:ym::g:}g:t)‘ 10/10/4 Gbit/s 20/20/4 Gbit/s 30/30/8 Gbit/s 40/33/8 Gbit/s
 Firewall Throughput (Packets Per Second) 5Mpps Mpps a5sMpps 57Mpps

G E / 1 0 G E Sess i ons ? CFW+SA Thoughput® 12Gbits C2ebits 7ebs acbis |

Gbps? DY
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ZkuSenosti / Konfigurace / Skoleni

A4 V4
HUAWEI - switche, routery a NG firewally Ze Se V tOI I l nevyznate?
HUAWEI Ovérena atraktivni reseni pro CZ&SK ISP . . A\ 4
Nardst objemu provozu ISP, nava wysokorychlostni rozhrani 10-100G, viastni AS & viastni IPud V £ 2 2% -4 L 2 L Z p ra Cova I I J S m e St r u C n y
Huawei Networking v Gislech: adresy a jejich routing, BGP peering a pokrodilé scéndfe balancovani neba i palicingBshaping, ybrane scenare ISP + pr8h|6d routerd NE a NG firewalld USG \Y4 = V4
‘ o et e i ey S ol S P preh led ISP atraktivnich

ne 15 lety provozu v c:ﬂ:em i slovenskem ISP prostiedi ud rlguznalmﬁ- ai po narodni telco

HUAWEI - switche, routery a NG firewally

HUAWEI Ovérena a dostupna reseni pro CZ&SK ISP

operitory. Reen stavipcl pledeviim na vysokd P i, viborné pastaveném BGP/Netstream/NAT J~ NESOOOE / USG NG FW + Downsiream provoz fadové 15 Gbpa (5pitica) v v V4
festure setu jednotiivich produktl, unifs . Enim systému mapfié produktowymi | | e +  Zakiadnl W'a pearing (viasini AS Asz:?::'ﬂ'a? I
! « Peer mel CZ uzid + upstream se Indmi poiitikami I e e I l
30+ let networking vivaje mdirm alei pndpur! mmmha umpzm vjrobes v=|rru \zee spolupracupcha smmfknv:nvml : - . b g ‘I"" ity Lmec OB | Mo OCR S I

15+ let Zkufenosti u CZBSK ISP tho partnera Huawei pro naroénd prostiedi
networkingu oparatard i ISP, lvultz carrier Groven fedeni i pro vali sit.

§573x
Core switch

+ NEBOOOE-M1A 1 NGFW USG BSxxE |ako havni novy router

LA AR AR E R EE R A LR L RN E NN RN (I\rewﬁll
- . v w , . . +  BGP, NAT, Neafream (Nelflow)
Vybrana ISP atraktivni reseni — switche / routery / NG firewally Agregace [ SP DC + V phpade USG pokrodie mozncsti NAT & Iimitace Sifky pasma

.................................. + Data retention pro LAN | WAN interface

\"4 7
CloudEngine 5573x series /- Hunwei NESOOOE-M1A NG firewall USG 65xxE ?
m— Lo — o~ et st oleni -
L. . R FW / NAT ‘tx) +  Downsiream provoz fadové 5-20 Gbps (Spitks)
Agregacni L3+ switche 10G ISP core router NG firewall pro 10gigabitové sité NG FW USG acp «  Pokrodillé potadavky na BGP & viasinl AS (multhoming, full BGP \VA Vi ’
= Gigabit switche 5 10G porty (a B) *  DCiAC varianta {typicky pouze BOW!) [|* 21U AC/AC Next Generation firewall 3 peering) - ¥ routerem
*  Varianty s redundanc zdrojl i fand * AR16%1G+16%10G *  2%10G+Bx 1G combo + 2% 1G WAN % . + PokrofSié poZadavky na firewall + poliang + NAT — reallzovano Prl d te dOI I l I UVI I I Ie
*  Plny L3+ feature set (OSPF, BGPatd) ||  IPvd FIB 512k (korfiguravateing refim portl) gum— : dedikovanym NG FW USG S6xxE , LU
*  Varianty 5" [se standardni velikosti *  Plny L3 feature set ®  AZ0 Gbps firewall throughput / :
tabulek 3 L3 funkcemi) *  8GP funkee peo ISP segment = AZ6Mpps (viastni chipset) b (e 5673% Core switch | © NAT + FW Teflen vykonngm Hw lfelenim NG FW USG
*  Varianty JH* (vétii kapacity tabulek, *  SR/EVPN/MPLS/ VPLS *  Podgora virtuslnich firewalld i / (propustnost a2 Xx10Gbps )
pokrodilé L3 funkee - MPLS/VPLS) *  NAT & Netstream |Netfiow) *  Pokrofilé L3 funkce vietnd 3GP : / s + Full BGP - dedkovany rauter (dvojce) 8 kapacitou a2 25M BGP
*  Podpora Netstream |Netflow) *  Spolehiivé HW Fedeni na cenové = NAT a pokroily poficing/shaping t e R — : rout, resp. a1 4M FIB
= BEP funkce pro 157 u viech modeld Growmi low-cost fedeni *  Podgors Netstream (Netflow exgart] H : +  Komplexni Tull L3 feeni s maznost 10G  40G | 100G portact
CloudEngine S673x series Hunwei NESOODE-F1A NG firewnll USG 66xxE
Agregacni & Core L3+ switche 10/100G core ISP router NG firewall pro 40gigabitové sité ?
* 10 switche 5 40/100G porty *  1U kompaktni AC/DC 10/100G router ||* 1 AC/AC 1GE/10G NG firewall -
*  Moduldrni zdroje i venti . icks efektivita 0,23W/1G * AZ4x40G +28x 106G + 161G
*  Pinf L3¢ feature st (OSPF, BGPatd) ||*  8x100/50G + 20% 25/10G + 28% 106 (konfiguravateiny refim portd]
®  Varianty 5" [se standardni velikosti *  FIB aZd4M/BGPvA 32 25M ®  AZB0Gbps firewall throughput
tabulek a L3 funkcemi) *  Plnj L3+ feature setvE. pokradijch = AZ120Mgpps [viastni chipset)
* Varianty H* (vétd kapacity tabulek, funkei *  Podpora virtuilnich firewalld
pokrofilé L3 funkee - VXLAN/EVN]  ||*  BGP funkee pro ISP segment *  Pokrobilé L3 funkce vistné 3GP
*  Podpora Netstream |Netfiow) = SR/SAVE/EVPN / VXLAN / NETCONF ||=  NAT a pokrodily policing/shaping
*  BGEP funkce pro 159 u viech mudrl:l/ *  NAT & Metstream [Netflow) j *  Podpora Netstream [Neﬂlwawy

Security je pro vas #17?

. . v. )
Davody pro volbu Huawei switchd, router( ¢i NG firewalld
Viykean fedeni Huawei switchd, routerd i firewalld staviji na vics nef 30 letach viveis produkd primamé navrhavanjch privé pro
segment aperitorl a poskytovateld sifove infrastruktury. Vice ne 15 et zkus i cart ivo pak priddva = l |
k fefeni potadavanou praktickou zkuienost a znalost tohoto segmentu at jif pro navrhy Fedeni, pmamru v implementaci &i Skoleni N G I reWa S G
wybranych platforem. [ I ]
*  Huawei switche, routery i firewally sdili unifiovany operaéni systém VRP 5 ¥ v CLl nagrosto &
naphic pruduktuvyml Fadami (:nelna knnﬁgurace moinost automatizace, Jemuerrv d:hug 3 dlagnmh)
*  Praxi ovefend knmp:n'hdn: se viemi nejéastéf pauxnfinyml dalsmu i na Growni je
*  Ovifent scénafe a konfig diky celé Fadé realizovanyc 7 ¢ CZ 8 K [véetné Skoleni 3 podpory integrace).
*  Canowd velmi atraktivni FeZeni zadinajici na drovni nizkondkladovich fedeni na bdzi SW [apen source).
*  Provfens HW spolehlivost uvedenich feden jak u ISP, tak ndrodnich aperatord [k tomu navic voliteiné siufby podpory vjrobce ve

form# Co-Care sluleb v refimu a2 24%7 &, Lifetime warranty” pro vétiinu modald switchi].

Aernetivo sr.o. | Erownickd 2385/1s, 106 00 Prana 10 | Tel.: +420224771881 |
Email: i ivo.cz | WWW. ivo.cz |
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