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Troubleshooting / Analyza problému

Kdyz je problém, chci znat rychle odpoveéd

Nemam krist'alovou kouli
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Nastroj na vizualizaci a analyzu syrovych flow dat

chlejsi a Skalovatelny

Otevreny (API

a ohnutelny K obrazu svéemu —
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Bandwidth Utilization

Total transfered bytes Average traffic

Total transferred Average traffic for a
bytes 7.06718 647 Mb/s given segment
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Filtering

E.g. by source IP address CIDR

Site  Lhota - Perimet v Source IP 1.2.3.4/23 Destination IP Active  True v
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Ports and Protocols (L4 L5)

Average packets per second Peak Packets per second

UDP 227 kpps 350 kpps 1.026 mi 2552 fps

— Packets per second — Peak packets per second
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TCP vs UDP vs ICMP

UDP

TCP communication pairs - UDP communication pairs ICMP communication pairs
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Top source IPs by transferred bytes Top source IPs by transferred bytes Top source IPs by transferred bytes
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Visibility to your DNS resolvers

Top DNS Resolvers (by flows

Top DNS resolvers
186292412 ) 4278147 fows
201722222 1408997 fows
9714488 564983 flows
186292252 ) 143851 flows
9714044 1) 79886 flows
186292242 | 29639 flowe
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Top DNS queries (flows)
sip dip
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“K obrazu svému”

Grafana + FlowCutter datasource

umoznuji
e Vlastni dashboardy
e Vlastni vizualizace / grafy

Nékolik uziteénych dashboardu je predinstalovanych.
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Bilt&E, and quick check doWRISad/tipioad

¥
HostlP  186.29.225.2 /

Total transferred bytes : Download : Upload ' Flows per second
933 MB 3.59 MB 5.74MB 6.87 fps
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Value Percent 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
- UDP 599K 100% min max avg
- ICMP 652 0% = Average traffic (righty) Ob/s  6.56kb/s 855b/s
- TCP 220 0% = Packets per second Op/s 885p/s 0974p/s
Top 10 Source IP & Top 10 Destination IP Top 10 Source Port Top 10 Destination Port
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\"/ Scanners and P88 examples

90 p/s

Traffic and Packets

80p/s

70p/s

60p/s

50 p/s
Value o
== 220.172.197.210
== 220.172.37.177
== 220.172.41.150
== 220.172.138.72
== 145.209.28.251
== 220.172.224.151
== 220.172.223.93
== 220.172.173.126
== 220.172.228.169
== 177.195.202.54
== 220.172.165.79
220.172.235.62
220.172.226.172

Packets per second

== Average traffic (right-y)
== Packets per second
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o= Nejrychlejsi
. K obrazu svému

+ Otevreny
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Chcete zkusit?

@flowcutter.com
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