Navrh
reseni DR projektu
pro RETE internet s.r.o

Ovéreni moznosti nasazeni Fortigate a Flowmon kolektoru
pro reseni projektu DR a monitoring ISP siteé lokalni
velikosti
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RETE internet s.r.o.

Poskytovani pripojeni k internetu
predevsim na vlastni opticke siti

GraphTech spol. s r.o.
F:o=RTINET

Progress’ | Flowmon
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Reseni DR projektt:




Topologie site v Roudnici n.L.

.xl 4 x 10G uplink

CORE Switch

| 4 x 106 uplink

Virtual chassis
Juniper
2XEX4300 CORE Router
2XEX4600 Juniper MX480
Internet
—-— (BGP network)
Internal network e —
PON, Servers,
Acoess network NAT1
NAT2
| |
NATS

'Einternet @ GraphTech



Testovaci zapojeni Fortigate 200F
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Finalni zapojeni Fortigate 200F
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Konfigurace Fortigate 200F

Odbeér NetFlow na portu SFP+ 10Gbps
Firewall pravidla

Transparentni mod

Kontrola antivirem

Kontrola aplikaci

SSL inspekce

Ochrana pred DDoS

Traffic shaping
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<« sfp-sfpplusi Ethernet 1500 1580 78.3 Mbps 1874.3 Mbps 61497 175 698 78.3 Mbps
& sfp-sfpplus2 Ethernet 1500 1580 1869.1 Mbps 72.7 Mbps 170 233 55 950 1869.1 Mbps
[=]E3(} cru [=1E3
Uptime: 249d 14:20:17 T
CPU Load (%) IRQ (%) Disk (%) v
Free Memory: 3302.5 MiB PCI cpui2 16 16 0 & r~ 74
Total Memory: 3968.0 MiB USB cputld 16 16 0
cPU cpul4 16 16 0
cpu8 15 15 0 [ [}
CPU Count: 36 cpu27 15 15 0
CPU Frequency: 1200 MHz cpu29 14 14 0 I I O I
. cpuld 13 13 0
CPU Load: 7 % cpu28 12 11 0
- cpu? 11 11 0
Free HDD Space: 881.8 MiB cput5 11 11 0
Total HDD Size: 1024.0 MiB cpulb " " 0
cpu20 11 11 0
Architecture Name: tile cpub 9 9 0
- = L . AVG 7%
Board Name: | CCR1036-8G-2S5+ opu25 o o 0 0
Version: |6.49.2 (stable) cpu31 8 8 0
Build Time: Dec/03/2021 14:53:53 opu ! ! 0 (0)
T ooz 655 o7 core 0
Factory Software: 6.44 cpu4 6 6 0
~nn22 A A n ¥
36 items
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Vytizeni CPU, nelegitimni provoz
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Fortigate jako zdroj NetFlow

 PIny odbér hlavicek paketi
- Hardwarova podpora

- Konfigurace na vice porti

* PIné vyhovuje potrebam DR

IEt'Einternet @ GraphTech



Monitoring provozu a vyhledani
probléemu

 DDoS - online FortiGate

- Traffic shaping - online Fortigate

* Antivir - online Fortigate

* Firewall - online Fortigate

- Application control - online Fortigate
 SLA - Flowmon kolektor

* DR report - Flowmon kolektor

- Anomalni chovani — Flowmon kolektor

IEt'Einternet @ GraphTech




FortiView Sources by Bytes

provozu

Aktualni provoz
[Mbps] na IP
adresach
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FortiView Sources by Bytes

= nowv & i~
AV 4
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o - . .. provozu
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. . adresach
78.156.xx.193
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FortiView Destinations by Bytes
© Add Filter

Destination

b tsO-seg.as.4net.tv (91.222.54.130)

b ipv4-c001-vod001-cdtelematika-isp.1.oc...

&5 cdn.fbshbx.com (157.240.30.27)

&5 scontent-prgl-1.cdninstagram.com (157....

b vst05-3.02tv.cz (83.208.217.25)
le init-pO1st.push.apple.com (2.21.74.97)

[ 1 nova-ott-vod-prep-prot.ssl.cdn.cra.cz (84...

b vSt23-3.02tv.cZ (83.208.217.79)

[ 1 nova-ott-voyo-api.ssl.cdn.cra.cz (84.17.6...

b ipv4-c002-vod001-cdtelematika-isp.1.oc...

&5 d2nxg2uap88usk.cloudfront.net (65.9.95...

b 185.41.49.3

Application

TCP/443
TCP/80

TCP/443
TCP/80

o0 Facebook-Web (UDP/443)

o0 Facebook-Web (UDP/443)
(0) Facebook-Instagram

TCP/443
& Apple-APNs (TCP/443)

TCP/80
TCP/443

TCP/443

TCP/80
TCP/443

TCP/80
TCP/443

aws Amazon-AWS (TCP/443)

TCP/80

Bytes «

8.90GB

17.02GB

4.06 GB
3.24GB

8.79GB
973.92MB
2.56GB

12.22GB
2.66GB

1.84GB

1.99GB

1.19GB

minternet

Sessions «

102

138

473
508

17
9
4

14

79

14

now~

Bandwidth »

228.96 M... |

130.15M...

92.86 Mb...
67.80 Mb...

27.00 Mb...
19.76 Mb...
18.62 Mb...

18.61 Mb...
17.31 Mb...

17.03 Mb...

16.52 Mb...
15.93 Mb...

FG prehled
provozu

Aktualni provoz dle
destination
ts0-seg.as.4net.tv
sessions 102
rychlost 228Mbps
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% Policy ID: 1 % Policy Type: DoSIPv4 % Count: >=2555 @ Add Filter

Date/Time
Minute ago

2 minutes ago
3 minutes ago
15 minutes ago
15 minutes ago
19 minutes ago
28 minutes ago
37 minutes ago
43 minutes ago
45 minutes ago
51 minutes ago
53 minutes ago
55 minutes ago
57 minutes ago
Hour ago

Hour ago

Hour ago

Hour ago

Severity
[ T[]
EEEEN
EEEEE
EEEEE
EEEEE
[ L[ []]
EEEEE
EEEEE
[ L[ []]
EEEEN
EEEEN
EEEEE
[ [ [ ]
EEEEE
EEEEN
[ [ [ ]

Source
31.30.164.55
185.24.21.5
209.6.182.8
178.255.168.41
178.255.168.41
118.193.58.78
109.183.226.152
31.23.154.215
80.242.33.33
81.200.55.229
142.251.36.142
87.197.113.77
213.226.202.214
46.114.161.157
185.124.230.80
93.99.5.58
81.200.56.45

212.79.110.114

Protocol

17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

Action

clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session
clear_session

clear_session

minternet

Count
3735
3298
3130
2556
2555
3182
2674
2603
3574
2985
4976
4469
2602
3159
2667
2813
2722
2868

Attack Name

udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood
udp_flood

Log Details

& Source

IP 31.30.164.55
Source Port 3294
Country/Region Czech Republic
Source Interface [® x1

User

& Destination

IP 78.156.8.196
Port 44073
Country/Region Czech Republic
Destination Interface

& Application Control

Protocol 17
Service udp/44073

& Action

Action clear_session
Threat 4096
PolicyID  DDoS (1)
Policy Type DoS IPv4
& Security

Level EEEEEN

Threat Level
Threat Score 50

Critical

| = [E

FG prehled
provozu

Seznam DDoS
incidenttl

src 31.30.164.55
Dst 78.156.xx.196
src port udp/3294
dst port udp/44073
attack udp_flood
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o . =
Q. Pokro¢ila analyza 2022-09-1319:00 - 2022-09-1322:50

= y Predchozi vysledk .00-14 1101 .
@ STATISTIKA = SEZNAMTOKU Yy Y 2022-09-1411:01:18

e ) F I Ow m 0 n
Agregovat
Klepnéte pro priddni poloZek ~

| kolektor

® Pouzit zvolené kanaly O Pouzit viechny kanaly v profilu

Vystup  default v + VYTVORIT NOVY VYSTUP

v FILTR

ontrola funkce
e — } o o DoS ochrany na
lowmon kolektoru

START TIME - FIRSTSEEN  TRVANI  PROTOKOL  ZDROJOVAIPADRESA  ZDROJOVYPORT  CILOVAIPADRESA  CILOVYPORT  TCP PRIZNAKY TOS PAKETY BAJTY TOKY v
2022-09-1321:08:35862  15.004 s UDP 31.30.164.55 3294 ., 78.156.3.196 44073 . BestEffort & Default 157 19.01KB 1 o ]
2022:09-1321:08:35110  1491s UDP i 31.30.164.55 3294 s 78.156.8.196 44073 .. BestEffort & Default 291K 35263KB 1 o Ce p a e u ]
2022-09-13 21:08:35.590 0.04s UDP  Iaw 31.30.164.55 3294  ma 78.156.8.196 9398 . Best Effort & Default 0 08 1

za FG 157
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Flow kolektor

Bézna volumetricka
kontrola provozu 7.

PPPPPP

dni zpet
Nalezeni
I R 0 nestandartniho
e § O § @ § O provozu
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Q, Pokrocila analyza 2022-09-14 06:10 - 2022-09-14 08:35

» STATISTIKA = SEZNAM TOKU

Top 10 ~  ZaloZit statistiku na parametru  |P adresa v Radit podle

[} Zobrazit druhy graf pro hodnotu "ostatni”
[) Limit
[ Pouzit vzorkovani @

® Pouzit zvolené kanaly O Pouzit vSechny kanaly v profilu

» FILTR

Q, ZPRACOVAT A ZOBRAZIT V CASE

BARVA START TIME - FIRST SEEN TRVANI IP ADRESA TOKY

[ 1 ] 2022-09-14 06:02:44.210 2h,33min, 51655  |me 91.222.54.130 38.61 K (0.7%)

[ 2 ] 2022-00-14 06:02:21.350 2h,34min, 1565 I  78.156.47.41 371.19 K (6.4%)
2022-09-14 06:04:32.780 2h.32min 4172 e 78.156.44.203 68378 K (11.9%)

[ 4 ] 2022-09-14 06:06:53.860 2h.29min 435 e  78.156.47.39 164.58 K (2.9%)

[ 5 ] 2022-09-14 05:43:40.010 2h,52min, 5695 e  78.156.47.33 176.38 K (3.1%)

minternet

bajta

VSTUPNI PAKETY

1.97 G (84.4%)

TJ4G(74.3%)

65.82 M (2.8%)

4137 M (1.8%)

30.35 M (1.3%)

v

BAJTY NAVSTUPU
2.417TB (89.3%)
2.36TB (87.4%)
76.52 GB (2.8%)
47.83 GB (1.7%)

34.6 GB (1.3%)

Flow kolektor

AN A A4

Vyhledani priciny
nestandartniho

provozu pomoci
statistiky

Top IP 91.222.xx.130
provoz 2,3Gbps
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Q_ Pokroéila analyza 2022-09-1406:10 - 2022-09-14 08:35

Piedchozi vysledky  2022-09-15 10:45:09 -

-
&
i
1
|
i

SEZNAM TOKU

Omezitna 20 v

Agregovat

| Flow kolektor

Radit podle Detn -

® Pouzit zvolené kanaly Pouzit véechny kanaly v profilu

S~ ettt Vyhledani spojeni:

filtr [ip 91.222.xx.130]

: agregace [zdrojova-IP][cilova IP]
s w e s mene wee owe NG@l@ZENT SpPOjENE.

2022-09-14 06:02:44.270 2h,33min, 5 HOPOPT I ts0-seg.as. 4net.tv 0 I nat3 - IPTV-4net-NAT 0 — Best Effort & Default 23478 17.67 K
2022-09-14 06:06:49.040 2h, 20 min, 4592 s HOPOPT  Ibm ts0-seg.as. 4net.tv 0 I 78.156.44.203 0 4 n et Best
2022-09-14 06:07:05.290 2h,1min 47.58 = HOPOPT  Ibm ts0-seg.as.4net.tv 0 I nat3-47-39%.rete.cz 0 a Besl
2022-09-14 06:08:08.350 2h, 26 min,7.53 s HOPOPT b ts0-seg.as.4net.tv 0 I nat3-47-35.rete.cz 0 Best Effort & Default 6.24M
2022-09-14 06:06:00.070 2h,18min,7.38s HOPOPT ts0-seg.as.4net.tv 0 I nat3-47-34.rete.cz 0 — Best Effort & Default 463M
2022-09-14 06:07:30.270 2 h, 29 min, HOPOPT  Ibm ts0-seg.as.4net.tv 0 I nat3-47-36.rete.cz 0 e Best Effort & Default 448M
406 9.960 2h,28 min, 54.88 s HOFOPT I ts0-seg.as.4net.tv 0 I nat3-47-33.rete.cz 0 V 4 n 4 Best Effort & Default 3.13M
-14 06:10:37.340 2h, 13 min, 30.85s HOPOPT I ts0-seg.as. 4net.tv 0 I nat3-47-38.rete.cz ] Za ve r Best Effort & Default 283Mm
-14 07:20:00.750 1h, 16 min, 34.08 s HOFOPT I ts0-seg.as.4net.tv U nat3-47-32.rete.cz 0 S Best Effort & Default 206 M 73
-09-14 06:54:39.800 1h, 29 min, 27.33 s HOPOPT o ts0-seg.as.4net.tv 0 I 78.156.40.73 0 Bezt Effort ef] T 2 o

2022-09-14 06:31:47.680 52 min, 33.26 = HOPOPT I ts0-seg.as.4net.tv 0 I nat3-47-37.rete.cz 0 U pg ra défc rtIPTVV to p - box u
2022-09-14 06:40:34.180 44 min, § HOPOPT b ts0-seg.as.4net.tv 0 I 78.156.45.66 0 Best Effort & Default 579.03 K 77225MB 10
2022-09-14 06:07:31.780 2 h, 29 min, 1 HOPOPT ©m 10.3.2.26 0 I ts0-seg.as.4net.tv 0 R Best Effort & Default 1.0eM 6411 MB 18
2022-09-14 06:10:45.910 2h, 14 min, 23.85s HOPOPT M 172.16.26.200 0 I ts0-seg.as.4net.tv 0 — Best Effort & Default 1.01M 50.37 MB 19
2022-09-14 06:07:09.250 HOPOPT 172.16.32.171 0 I ts0-seg.as. 4net.tv 0 - Best Effort & Default 894.52K 4472MB 13
2022-09-14 06:07:18.990 HOPCPT ©m 172.16.32.169 0 I ts0-seg.as.4net.tv ] e Best Effort & Default 768.92K 38.58 MB 23
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Flowmon kolektor & Fortigate
komplexni monitoring

* Online monitoring provozu

- Online reseni incidenti

* Online ochrana provozu

- ResSeni SLA parametri

- Dohledavani nestandartnich udalosti

- Planovani smeérovani provozu

+ Predikce vyvoje narustu objemu provozu
- Podpora pri reseni reklamaci

IEt'Einternet @ GraphTech




Flowmon kolektor & Fortigate
komplexni DR reseni

Fortigate transparentni mod

Fortigate NAT mod

Vystup z kolektoru vyhovuje standartu DR
Moznost sberu NetFlow z jinych zarizeni
Vyrobci podporovany interface Flowmon a
Fortinet

IEt'Einternet @ GraphTech



Komplexni projekt

« Navrh technického reseni
 Vypracovani zadosti o refundaci
- Realizace projektu

- Provozni podpora projektu

- Navstivte nas na stanku Fortinet

IEt'Einternet @ GraphTech




Patrik Presl

patrik.presi@rete.cz
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