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Jak prezit DDoS

Aspekty DDoS utoku v prostredi infrastruktury ISP

Petr Kadlec
ComSource s.r.o.
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Proti cemu stojime?

Cervenec 2019, doba trvani cca 16 minut

Datovy prenos cca 94 Gbps @9.32 Mpps
2 400 000 unikatnich zdrojovych IP adres ze 42 000 AS

Cilem utoku jedina IP adresa

Vice vektorovy utok:
« UDP flood na HTTP, fragmentovany (velké packety)
« TCP SYN flood na HTTPS (malé packety)
 |CMP flood

Z nuly na 9 Mpps za necelych 10 sekund ©

Zdroj: FlowGuard
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Moznosti obrany

Prevence Zachrana Obeéetovani

e Robustni e Filtrace v cloudu e Blokace (RTBH,
infrastruktura e Specializované Flowspec)

e Minimalni terc zarizeni pro filtraci e Jeden za vSechny je

e \/ykon a propustnost e Hybridni filtrace lepsi nez vsichni za

e Limitace jednoho
systémovych

prostredku
e Krizové plany
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Dopady utoku  Kdo je Gtokem
postizen?

Zakaznik Infrastruktura

Zakaznik + Vedlejsi
infrastruktura obéti
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Krizove plany
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Infrastruktura

Internet Autonomaous system

NAT Router Switch Server/CPE
boundary router
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Routing &
Switching

e L3 interfacy, ACL
e Oddéleny data p
e Control Plane Po

Internet Autonomous system
boundary router

ane a control plane v samostatném HW
Icing

* Dimenzovani prv

kU pro malé i velké packety (IMIX je v pripadé

utoku nefunguijici teorie)
* Expirace ARP vs. MAC
* Pozor na softwarova reseni (Mikrotik, nékteré L3 switche)
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Internet Autonomous system NAT Router Switch Server/CPE
boundary router

Trasy =
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 Dostatecna rezerva propustnosti
 Implementace QoS

* Algoritmus balancovani u link aggregation
* Saturace tras je divodem pro blokaci
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Internet Autonomous system NAT Router Switch Server/CPE

boundary router
A
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e Pocet paralelnich konexi

e celkem

e prirustek za jednotku Casu
* Nejasny cil, vedlejsi obéti prakticky vzdy
* FaleSny billing u subscriberu
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Autonomous system

Internet
A S B R boundary router
V4

* \lykon PPS, kapacita NetFlow
e Vstupni filtry
* Anti-spoofing
* Anti-bogon
* Policery na specificky provoz (UDP frags, DNS, LDAP atd.)
e \ystupni filtry
 Implementace zachranné brzdy (RTBH, Flowspec)
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Internet Autonomous system

Monitoring w -I

Router Switch Server/CPE
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e Meéreni vSech interface

e BPS
e PPS
e NetFlow

e cilové IP adresy dle postu konexi, prenesenych dat a packet
e pocet unikatnich zdrojovych IP adres
e pocet unikatnich zdrojovych AS
 prumeérna velikost packetu dle protokolu
 Report utoku z filtrace
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Stésti preje
pripravenym!

Emall: petrkadlec@comsource.cz
Tel: 774 744 725

Source WWW.comsource.cz
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