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Konvencni kryptografie vs. budoucnost

Dnesni moderni kryptografie

« Symetricka vs. asymetricka kryptografie

« Asymetricka vyuziva rizné problémy vypocetni slozitosti

Soucasna asymetricka kryptografie neni
odolna vugéi utokiim kvantovych pocitacu

Shor‘s quantum computer algorithm *

P. Shor, Algorithms for quantum computation: discrete logarithms and factoring. Proceedings 35th Annual Symposium on
Foundations of Computer Science. IEEE Comput. Soc. Press: 124—-134, (1994).
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SRC https://www.asiafinancial.com/conglomerates-set-bus
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Kvantovy pocitac
« Superpozice stavu, kvantovy bit (qubit) maze
predstavovat jakoukoliv superpozici ,1“ a ,,0,

navic lze vytvaret qubitovou provazanost

« Komercni modely jako - Q System One anebo D-Wave

 Narodni
superpocitacové
centrum IT4Innovations

https://www.it4i.cz/

ANSELM, SALOMON,
BARBORA, KAROLINA



https://www.it4i.cz/
https://www.technickytydenik.cz/rubriky/ict/evropa-ma-prvni-komercni-kvantovy-pocitac_53470.html
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Kryptografie v ére kvantovych poataéﬁ

PQC - Postkvantova kryptografie
(NTRU ¢i Classic McEliece)

https://github.com/open-quantum-safe

B= An official website of the United States gov

NISI'

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

ment Here's how you know v

PROJECTS POST-QUANTUM CRYPTOGRAPHY

Post-Quantum Cryptography rqc

f v

Post-Quantum Cryptography Standardization

The Round 3 candidates were announced July 22, 2020. NISTIR 8309, Status Report on the Second Round of the NIST Post-

Quantum Cryptography Standardization Process is now available. NIST has developed Guidelines for Submitting Tweaks
for Third Round Finalists and Candidates.

QKD - Kvantova distribuce klice

BB84 — diskrétni, na principu polarizace
COW - Coherent One Way, na principu koherence dvou
po sobé nasledujicich pulzl


https://github.com/open-quantum-safe
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QKD (Quantum Key Distribution)

» Koncept QKD byl publikovan v roce 1983* a prvni protokol BB84 zahy v roce 1984**

» KiIi€ je vygenerovan nahodné a zakddovan do polarizace fotonl a pfenesen kvantovym
kanalem (optické vlakno anebo FSO)

SRC https://www.cesnet.cz/2021/07/prvni-mezimestsky-kvantovy-prenos-klicu-v-cr/?lang=en

* S. Wiesner, Conjugate coding, ACM Sigact News, vol. 15, no. 1, pp. 78-88, (1983).

** C. H. Bennett and G. Brassard, Quantum Cryptography: Public Key Distribution and Coin Tossing, in Proc. of IEEE
International Conference on Computers, Systems and Signal Processing, vol. 175, no. 150. New York, (1984).


https://www.cesnet.cz/2021/07/prvni-mezimestsky-kvantovy-prenos-klicu-v-cr/?lang=en
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Proc je QKD bezpecna technologie ?

Problém odposlechu klice

Heisenberguv princip neurcitosti odposlech

vyznamné znesnhadnuje = > narust chybovosti v
kvantovém kanale

\\

SRC: wikipedia.org/wiki/Werner_Heisenberg (1926)

Ne-klonovaci teorém
Neznamy kvantovy stav nelze bezchybné kopirovat
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Proc je QKD bezpecna technologie ?

Vertical polarizing fiter J
oy } v i /I_-;
' Light polarized
e’ at angle x
X | Vericaly
Bght Dvojlomné krystaly kalcitu (CaCO3) lamou

, svétlo s rozdilnou polarizaci do riznych smért
Unpolarized light

9 p.1 W% & pzw%

(a) (b)
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QKD link

Classical i
nabork Classical
diiies network
- lassical Public device
~\m assica Channel %
network o LN
-
QKD link Quantum &
quantum
Channel quantum

device :
device

Node A Node B
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BB84 QKD protocol

Alice
Q
Quantum channel

- sifting "
B v

< authxa(sifting) "

- error rate estimation o
R

- error correction .
F l< autheas(error correction) -

B privacy amplification -
A

r
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BB84 QKD protocol

|e>and| |N>|—»"0"
|T> |and| |/ >| > "1"
Vertical/Harizontal Base Diaganal Base ﬂ_,_‘q: EXAMDLE OF EEY DISTEIETUTION IM EB2%4 pROTOCOL

Alice '\l f / '\- I
| b | X
e

o | X
— | /

Result QK OK OK Luck Error Error

X
Bob \

M. Mehic, O. Maurhart, S. Rass, D. Komosny, F. Rezac and M. Voznak, Analysis of the Public Channel of Quantum Key Distribution

Link, IEEE Journal of Quantum Electronics, Vol. 53, No. 5, 2017, Article 9300408, DOI: 10.1109/JQE.2017.2740426.
10
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QKD - praktické implementace

* 1989, poprvé na vzdalenost cca 30 cm

+ 2005, DARPA QKD network (10 uzll, 1kbps)

« 2008, SECOQC v Evropé (5 uzld, 3.1 kbps, 33 km)

+ 2010, Tokyo QKD network (6 uzl, 304 kbps na 45 km)

* 2013, Munich, link mezi letadlem a pozemnim vysilaem,
prenos v rychlosti 290 kmph

+ 2017, satelit Micius (LO, 500 km, komunikace 7 600 km
Xinglong — Graz)

« 2017, Bejing-Shanghai, 2000 km (32 uzlt, 250 kbps na 43 km)

« 2018, QKD network v UK

« 2019 -2022, OpenQKD v Evropé (38 partnert z 13 ¢lenu EU)

« 2022 - 2027 experimentalni sité v ramci EuroQClI I —————

- Cambridge __ TREL

Adastral Park
- (BT)
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EU OPENQKD

Project description

EREERE
Europe-wide quantum communication testing

Quantum communication has the potential to protect the EU's sensitive data and digital infrastructure for years to
come. A test quantum communication infrastructure will be set up in several European countries. Launched by the
EU-funded OPENQKD project, its activities will take place in Austria, Czech Republic, France, Germany, Greece
Italy, Netherlands, Poland, Spain, Switzerland and the UK. It will boost the security of critical applications in various
fields — from telecommunications to electricity supply and healthcare. Bringing together a multidisciplinary team
(leading European telecommunication equipment manufacturers, end-users and critical infrastructure providers,
network operators, quantum key distribution equipment providers, digital security professionals and scientists) from
13 EU countries, the aim is to bolster Europe’s leadership in quantum technologies.

Project Information

OPENQKD

Grant agreement ID: 857156

Start date End date
2 September 2019 1 September 2022

Funded under
H2020-EU.2.1.1.

Overall budget
€17 974 246,25

N

EU contribution
€ 14 999 989,89

[ P U N L L e
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Dékuji za pozornost

Varovani ministra zdravotnictvi

Premysleni nad kvantovou kryptografii
zpusobuje nespavost

Kam kraci telekomunikacni sité Olomouc 2021




