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Muze ISP efektivné rozsirit
NOC a zacit budovat SOC?

Jan Kolmacka

Systems Engineer



NOC & SOC platformy Fortinetu:

* FortiAnalyzer
e FortiGuard SOC-as-a-Service

* Managed FortiGate Service
* FortiSIEM
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Naklady za falesny pocit bezpeci

Pramémy €as od odhaleni k vyfeSeni hrozby

21 DayS 12 hrs 6 hrs 12 hrs

(if at all)

. Time to Detect . Time to Contain . Time to Investigate . Time to Remediate

NIS2 Rule

of organizations report
SecOps is harder than 2 years 1 D a 9 4 M
ago, citing threats, attack m

surface, volume/complexity?

to initially report Avg Breach Cost
incident
=_E Source: Enterprise Strategy Group, 1. ESG Research, SOC Modernization Survey, January 2025. © Fortinet Inc. All Rights Reserved.



FortiAnalyzer: Funkce na kli€ pro zacinajici SOC ™ * & &

Appliance  Virtual Machine Cloud Big Data

pData Lake

Unified Data Lake
Jednotny pohled na logy, déni v siti, vystrahy, hrozby a incidenty

Native Threat Intelligence
Inteligence FortiGuard Labs v realném Case, vCetné Outbreak detekce a
Indicator of Compromise (I0C)

Built-in SOC Automation
Zahrnuje odhleh¢ené funkce SIEMu a SOARu s pfedkonfigurovanym
obsahem

Embedded GenAl-Assistant
Integrovana FortiAl, pomoci GenAl pro zvySeni efektivity a odezvy

Flexible Deployments
Jednoduché moznosti nasazeni jako HW, virtualni appliance nebo v
cloudu

- © Fortinet Inc. All Rights Reserved. 5



FortiGuard |IOC and Outbreak Detection Service

IOC (Indicator of Compromise)
» forenzni data z 500 000 IOC denné

Seznam IP adres, domén a URL

FortiAnalyzer identifikuje podezfelé nebo Skodlivé infekce a pfipadny prunik

Historicka analyza logu

Volitelna automatizace pomoci preddefinovanych playbooku

Outbreak Detection
 Aktualizované bali¢ky hrozeb, event handleru, korelaCnich pravidel a reportu

« Souhrné reporty o aktualnich rychle se Sificich hrozbach



FortiAnalyzer: Obohaceni indikatoru

Enrich History ®
Indicator unwaveringmedia.com -
Enriched at May 28th 2024, 5:23:48 PM v

FortiGuard CTS

Confidence High Web Filter Category Malicious Websites
10C Category Malware CnC AV Category -
10C Tags Malware CnC, Backdoor

VirusTotal Summary

-

Detection Details

Security Vendors' Analysis

DrWeb Malicious CyRadar Malicious
AlphaSOC Malicious Fortinet Malicious
Cancel

Intuitivni monitorovani a detekce s
real-time kontextem sitove aktivity,
rizik, zranitelnosti a pokusu o utok

» Kategorizace hrozeb, stanoveni priorit a
opétovne skenovani

* Vizualizace nalezenych hrozeb

 Automaticka odezva na detekci hrozeb

© Fortinet Inc. All Rights Reserved.



FortiAnalyzer: 10C v akci

FAZVM64-KVM
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Top Threats = Threat Map [RLGIe=IGIE R WI)TEE  FortiSandbox Detection

Indicator of Compromise > Blocklist v €3

X < Add Filter

Summary

Source (User/IP):  Jan

Last Detected: 2025-03-03 15:00
Host Name: PCO1

0Ss: WING4

Log Types: webfilter traffic
Security Actions: timeout deny (1+)
Verdict: [T

#of Threats: 2

Acknowledge: It

Device Name: Local-FGT

Device ID:

Detect Pattern Threat Type Threat Name Category Detect Method
192.243.59.20 PUP SpywareCnC infected-ip
192.243.61.227 PUP SpywareCnC infected-ip
quickerapparently.com Malware Attack Spyware and Malware  infected-domain
192.243.59.20 PUP SpywareCnC infected-ip

capaciousdrewreligion.com PUP SpywareCnC infected-domain

# of Events
47
45

Log Type
traffic
traffic
webfilter
webfilter

webfilter

l:l

x B &

Security Act‘n

Details
Details
Details
Details

Details

L T = Q

Dashboard € Quarantine

Category
M Banned 1P @

Assets & |dentities
WiFi
+

FortiView So

FortiView Destinations 4 Createnew +  [i] Delete [ Remove All
FortiView Applicatio Details = Device =
FortiView Web Sites [=] Banned IP @
FortiView Poli

10.0.1.150 © 100.1.150
FortiView

10.200.1.1 @ 10.200.1.1

S Authentication

WiFi Controller

ty Fabric

Log & Report

© Q, Search

Source ¥

Administrative

Administrative

> @~ L1+ O admin-
c e =-
Source y - 7J Device
W Administ... @ g W 100.1.150 @
/ / M 1020011 @
[ 2 - -
|
A
\ -
-
Q
Expires = Description %
Never
Never



Security Automation Service
» Poskytuje baliCky obsahujici nove reporty, event handlery, korelacni pravidla, log parsery,
konektory a playbooky pro SIEM/SOAR funkce FortiAnalyzeru
« Umozni analyzovat a reagovat na bezpecnostni incidenty pomoci preddefinovanych scénaru
« Aktualizace - noveé parsery a pravidla vydavany na pravidelné bazi, cca 1x za mésic
e Duben 2025: 31 log parseru

Cisco 10S, Aruba, CheckPoint, Palo Alto, Sophos, Juniper, Zscaler, SonicWall, ForcePoint,
Okta, SentinelOne, CrowdStrike, Office365, WWMware, Windows, Ubuntu, Apache, Nginx,
atd....

Aktualni prehled zde:
https://www.fortiguard.com/services/security-automation-service

https://docs.fortinet.com/document/fortianalyzer/7.6.0/soc-automation-content-pack



FortiAnalyzer: Incidenty
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Incidents

MITRE ATT&CK® v

-

31

MITRE ATT&CK® ICS v

Create New | [ Edit | T Delete | | lul Analysis

Name =

Default-Risky-Destination-Detection-By-Threat happened at Android_1f4c87433fa346288fb&f6379516d846

W High
B Medium
M Low

Severity

Default-Recon-Activity-By-Endpoint happened at PCO1.int.lab.local

Default-Recon-Activity-By-Endpoint happened at DCO1

Qutbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Log4j2 Vulnerability Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Routinely Exploited Vulnerabilities 2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected
Qutbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

QOutbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Routinely Exploited Vulnerabilities 2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected
Qutbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Logdj.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Log4j2 Vulnerability Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Outbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Log4j2 Vulnerability Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Routinely Exploited Vulnerabilities 2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected
Outbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Log4|.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

QOutbreak Alert - Log4j2 Vulnerability Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

QOutbreak Alert - Routinely Exploited Vulnerabilities 2022 Event-Handler: Attack Apache.Logdj.Error.Log.Remote.Code.Execution detected
Qutbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Logdj.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Logdj2 Vulnerability Event-Handler: Attack Apache.Logdj.Error.Log.Remote.Code.Execution detected

QOutbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

QOutbreak Alert - Routinely Exploited Vulnerabilities 2022 Event-Handler: Attack Apache.Logdj.Error.Log.Remote.Code.Execution detected
Outbreak Alert - Log4j2 Vulnerability Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

QOutbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code. Execution detected

Qutbreak Alert - CISAtop20_PRC2022 Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code. Execution detected

Qutbreak Alert - Routinely Exploited Vulnerabilities 2022 Event-Handler: Attack Apache.Log4j.Error Log.Remote Code.Execution detected
Qutbreak Alert - Log4j2 Vulnerability Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected

Qutbreak Alert - Lazarus RAT Attack Event-Handler: Attack Apache.Log4j.Error.Log.Remote.Code.Execution detected
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Severity ~
Medium
Medium
Medium
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High

Status

W New

@ Analysis

H Closed: Remediated
B Response

W Review

B Closed: False Positive

Affected Endpoint ~

192.168.0.113 (Android_1f4c8...

10.0.1.150 (PCO1)
10.0.1.11 (DCO1)
3.67.7.230
3.67.7.230
3.67.7.230
3.67.7.230
3.124.123133
3.124.123.133
3.124.123.133
3.124.123133
3.67.7.141
3.67.7.141
3677141
3677141
3.124.123.224
3.124.123.224
3.124.123.224
3.124.123.224
3.124.123.167
3.124.123.167
3.124.123.167
3.124.123.167
54.93.254.186
54.93.254.186
54.93.254.186
54.93.254.186
18.194.95.86
18.194.95.86
18.194.95.86

18.194.95.86

Status =
New
Analysis

Closed: Remediated

Incident Numbe

INDD000031
INODDD0030
INODD00029
INO0000025
INODD00026
INO0OD0O27
IN0O0000028
INOD000021
INOD000022
IN00000023
IN0O0D000024
INO0000017
INO0000O18
INO0000019
IN0O0000020
INOD000013
INOD000014
IN00000015
INO0000016
INDDO0D0D?
INOD000010
INDDD00O11
INOD000012
INDDO0DDDS
INODDD000S
INODD000O7
INO0000008
INOD0D0001
INO0000002
INO0000003
INOD000004

Incident Date / Time +
2025-02-28 14:06:42
2025-02-27 10:17:28
2025-02-26 15:53:49
2025-02-25 21:11:33
2025-02-25 21:11:33
2025-02-25 21:11:33
2025-02-25 21:11:33
2025-02-18 21:11:09
2025-02-18 21:11:09
2025-02-18 21:11:09
2025-02-18 21:11:09
2025-02-11 21:11:46
2025-02-11 21:11:46
2025-02-11 21:11:46
2025-02-11 21:11:46
2025-02-04 21:10:58
2025-02-04 21:10:58
2025-02-04 21:10:58
2025-02-04 21:10:58
2025-01-28 21:10:11
2025-01-28 21:10:11
2025-01-28 21:10:11
2025-01-28 21:10:11
2025-01-21 21:11:58
2025-01-21 21:11:58
2025-01-21 21:11:58
2025-01-21 21:11:58
2025-01-14 21:11:15
2025-01-14 21:11:15
2025-01-14 21:11:15

2025-01-14 21:11:15

Category

B Unauthorized Access

@ Scans / Probes / Attempte...

B Uncategorized

M Denial of Service (DoS)
W Malicious Code

@ Improper Usage

Last Update Date / Tim
2025-02-28 14:06:43
2025-02-27 12:07:17
2025-02-26 16:00:16
2025-02-25 21:11:55
2025-02-25 21:11:55
2025-02-25 21:11:55
2025-02-25 21:11:55
2025-02-18 21:11:31
2025-02-18 21:11:31
2025-02-18 21:11:31
2025-02-18 21:11:31
2025-02-11 21:12:13
2025-02-11 21:12:13
2025-02-11 21:12:13
2025-02-11 21:12:13
2025-02-04 21:11:25
2025-02-04 21:11:25
2025-02-04 21:11:25
2025-02-04 21:11:25
2025-01-28 21:10:37
2025-01-28 21:10:37
2025-01-28 21:10:37
2025-01-28 21:10:37
2025-01-21 21:12:25
2025-01-21 21:12:25
2025-01-21 21:12:25
2025-01-21 21:12:25
2025-01-14 21:11:41
2025-01-14 21:11:41
2025-01-14 21:11:41

2025-01-14 21:11:41

Incident Reporter =

admin

admin

admin
202502251000000060/Auto-Raised
202502251000000062/Auto-Raised
202502251000000061/Auto-Raised
202502251000000065/Auto-Raised
202502181000000066/Auto-Raised
202502181000000067 /Auto-Raised
202502181000000071/Auto-Raised
202502181000000068/Auto-Raised
202502111000000055/Auto-Raised
202502111000000057 /Auto-Raised
202502111000000060/Auto-Raised
202502111000000056/Auto-Raised
202502041000000061/Auto-Raised
202502041000000065/Auto-Raised
202502041000000060/Auto-Raised
202502041000000062/Auto-Raised
202501281000000060/Auto-Raised
20250128100000005%/Auto-Raised
202501281000000061/Auto-Raised
202501281000000064/Auto-Raised
202501211000000056/Auto-Raised
202501211000000057 /Auto-Raised
202501211000000060/Auto-Raised
202501211000000055/Auto-Raised
202501141000000145/Auto-Raised
202501141000000146/Auto-Raised
202501141000000147/Auto-Raised

202501141000000150/Auto-Raised

Show Charts v

Incident Category ~
Uncategorized

Scans / Probes / Atten
Scans / Probes / Atten
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access

Unauthorized Access
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[ Incidents & Events

Incident Analysis

¢ Default-Recon-Activity-By-Endpoint happened at DCO1

B Export Incident

INOO000029

nalvzer: Detail incidentu

o4 Execute Playbook | | ® Run Report | ‘ A Quarantine

Incident Number

Incident Name

Default-Recon-Activity-By-Endpoint happened at DC01

Na related user available.

Affected Endpoint/User

Incidents Incident Date / Time Last Seen 2025-02-26 15:53:49
or Incident Update D: Topology DCo1
t te Date /
Handlers T’;L.;:" pese Addresses MAC: bc:24:11:85:c4:dd
' 1P:10.0.1.11
TS Incident Category Scans/Probes/Attempted Access - Operating System &8 Windows 10
MITRE Tech ID Q
Automation
. T1595.001 Scanning IP Blocks x
afeguardin Click to select 1 entry selected
o Severity Medium . Endpoint User 1P Address MAC Address n
Status Closed: Remediated . bcot N/Asimno enough info 10.0.1.11 bc:24:11:85:c4:dd
Bl Report >
Affected Endpaint
¥ System Settin, L4 Description Default-Recon-Activity-By-Endpoint happened at DCO1

From 2025-02-26 15:24:09 To 2025-02-26 15:24:04 (Total 1 Event)

1455 1500 1505 1510 1515 1520 1525 1530 153 1540 545 1550 1555 1600 1805 %10 1§15 1620
@& J*
O Event Count Severity Last Occurrence Handler Indicatars n
O  IPscanning on Port: 443 detected 58 Medium 2025-02-26 15:24:04 Default-Recon-Activity-By-Endpaint
1
2025-03-03 13:57:42 Now Expand All Playbook Status Trigger
Quarantine Endpoint by FortiOS 2 admin
Incident Updated Quarantine Endpoint by FortiOS 2 admin
By: admin N ) ) . . )
Quarantine Endpoint by FortiOS 1 Failed & admin
Incident Updated
AERh
By: admin »
-.mw

F:RTINET Close



FortiAnalyzer: Playbooky

FAZVM64-KVM 0 :inin -

Choose from Playbook Templates

New Playbook created from scratch
Custom build playbook to get started

Attach Endpoint Vulnerability list to incident
Playbook to collect the list of endpoint vulnerabilities from logs and attach to incident.

Compromised Host Incident

Playbook to create incident on FortiAnalyzer for detected compromised hosts by loC featu
3} Incidents & Events
Critical Intrusion Incident

Playbook to create incident on FortiAnalyzer for detected critical intrusions by IPS

Enrich Incident with Process List
Playbook to get running processes on endpoint by EMS connector and attach to incident.

Enrich Incident with Software Inventory

Automation Playbook to get software inventory from endpoint by EMS Connector and attach to incides

L ]
Enrich Incident with Vulnerability List
Playbook to collect the list of endpoint vulnerabilities from logs and attach to incident.

Quarantine Endpoint by EMS
Playbook to quarantine endpoint by EMS connector

Quarantine Endpoint by FortiOS
Playbook to quarantine endpoint by FOS connector providing MAC address or FortiClient UID

Run AV Scan on Endpoint
Playbook to run AV scan on Endpoint by EMS Connector

Run Vulnerability Scan on Endpoint
Playbook to run vulnerability scan on endpoint.

Unquarantine Endpoint by EMS
Playbook to unquarantine endpoint by EMS cannector

Update Asset and Identity Database

Playbook to automatically update FortiAnalyzer Asset and ldentity database with endpoint and user information from EMS

&
&
&
'/
&
&
&
-/
&
&
&
&
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FortiAnalyzer: Konektory

(™ FAZVM64-KVM =

& Dashboard s Create New Fabric Connector - Select Connector Type (1/2)
Please choose a connector type

— an

i3 Fortvi 2 Security Fabric (8)

M Lo >

@
T
v

A Incidents & Events v . . . . .

ncident FortiClient EMS FortiMail FortiCASB FortiAuthenticator Fortiweb

&

Automation FortiSandbox vSphere Microsoft
Management
Activity APIv1.0.1
Safeguar
ITSM (4) ~
=& >
s ) | . . @

ServiceNow Slack Connector MS Teams Generic Connector
Connector Connector

F==RTINET




FortiAl

Generativni Al, umi pomoci v oblasti analyzy logu a SecOps prace

Interpretace security eventu, generuje souhrn, vyhodnoti potencialni dopad a poskytne
pripadna doporuceni k naprave

Umi pomoci vytvaret slozité databazove dotazy, reporty, event handlery a SIEM detekcni
pravidla

Podpora 30+ jazyku vcetné Cestiny!

B



FortiAl

Hi, how can | help you?

ukaz mi hrozby za posledni 2 hodiny

Hrozby za posledni 2 hodiny byly zobrazeny na strance Fortiview -> Top
Threats.

Mokné dalsi akece:

1. Zhrnout udilosti
2. Wytvorit Event Handler

Pokud budete potfebovat dalsi informace nebo akce, dejte mi védét.

o jake kategorie se jednalo?

Za posledni 2 hodiny byly zaznamendny nasledujici kategorie hrozeb:

Kategorie Pofetincidenti  Urovefi  Hrozby

Blocked 7973 High blocked-connection

Connection

Malicious 9 High quickerapparently.com,

Websites supportsentparticle.com,
experttrafficcounter.com,
unseenreport.com

Phishing 1 High cdn.show-sb.com

Failed 3757 Low failed-connection

Connection

Pornography 13 Low ei.phncdn.com, ht-

cdn2.ading.com, pernhub.com,

cdni-smallimg.phncdn.com

Profesionalni kyberneticka doporuceni:

1. Blokované pfipojeni a ne(sp&iné pipojent: Provedte analyzu
blokovarych a nedspéinych pfipojeni, abyste zjistili, zda jsou legitimni
nebo je tFeba provést daldi opatfeni.

2. Malicious Websites a Phishing: Ujistéte se, Ze mate nasazeny aktudlni
firewall a podpisy pro detekci Skodlivych webi a phishingovych Gtokd.
Provedte skoleni uZivatell o bezpedné praci s internetem.

3. Pornografie: Poudijte filtry obsahu pro kontrolu pristupu k nevhodnym
webowym strankam, aby nedachazelo k narudeni pracovni moralky a
bezpecnosti.

Mite zajem o blizéi analyzu nékteré z kategorii nebo dalii akce?

A

A

Y BT o e By e e N -

pro skodlivé stranky za posledni 2 hodiny.

Muzeme nyni pokracovat s analyzou nalezenych skodlivych stranek. Pokud
potrebujete dalsi akce nebo konkrétni informace, dejte mi védét.

vytvor event handler pro nalezene hrozby za posledni 2 hodiny A

Event Handler pro detekci nalezenych skodlivych stranek za posledni 2
hodiny byl ispésné vytvoren.

Detaily Event Handleru

« Nézev: Malicious Websites Detection
« Popis: Detekce a sledovani skodlivych webovych stranek za posledni 2
hodiny
« MITRE Technique ID: T1071.001 (Application Layer Protocol)
« Pravidlo:
« Nazev: Malicious Websites Log Monitoring
« Skupina: appcat
« Filtrované kategorie: Malicious Websites za posledni 2 hodiny
« Typ logu: Web Filter

Pokud budete potfebovat dalsi akce nebo informace, dejte mi védét.

nastav aby v pridade detekce danym eventhandler byly zablokovany souvisejici
cilove adresy A

Event Handler pro detekci nalezenych skodlivych stranek s automatickou
karanténou souvisejicich cilovych adres byl Gspésné vytvoren.

Detaily Event Handleru

« Nazev: Malicious Websites Detection and Quarantine
« Popis: Detekce a sledovani skodlivych webovych stranek za posledni 2
hodiny a automaticka karanténa souvisejicich cilovych adres
« MITRE Technique ID: T1071.001 (Application Layer Protocol)
« Pravidlo:
« Nazev: Malicious Websites Log Monitoring and Quarantine
« Skupina: appcat
« Filtrované kategorie: Malicious Websites za posledni 2 hodiny
» Typ logu: Web Filter

Pri detekci bude nyni automaticky provadéna karanténa souvisejicich
cilovych adres. Pokud mate dalsi poZadavky nebo potrebujete dalsi
informace, dejte mi védét.

hts Reserved.
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Kdy nasadit ? Uplné VZDY!

Kazdy zakaznik s FortiGatem
» Nabizet i pro malé instalace FortiAnalyzer VM Free Trial licenci (3 zafizeni, 2 ADOMy, 1GB/den)
» Trial obsahuje i 1 rocni IOC licenci a SOC funkce

» Bez technické podpory

Pro pokryti logovani nejen Fortinet porfolia

» FortiGate, FortiClient, FortiAP, FortiSwitch, Cisco |OS, Aruba, CheckPoint, Palo Alto, Sophos, Juniper, Zscaler,
Windows, Ubuntu, Syslog...atd.

» V zakladé rychly prehled aktualni situace, vyhledavani, analyza, archivace logu a pokrocily reporting

Pro zacinajici SOC
» QOdlehcené SIEM funkce — Incident a Event management, korelace, parsery, event handlery
« Zakladni SOAR Automatizace — vzorové playbooky na karanténu, blokaci, alerting,...atd.

« Uméla inteligence — FortiAl



MSSP rezim

ISP provozuje logovani jako sluzbu pro své zakazniky

» Jednoducha implementace — 1 |IP adresa z pohledu zakaznika

» Zakaznik ziska:
« Spolehlivé centralné uloZené logy, pfehledy, pravidelny reporting
» \olitelné moznost nahledu na logy
« SOC funkce a automatizaci
» Blokace IP na FortiGatu, karanténa klienta — FortiClient, FortiSwitch, FortiAP
» Automatické notifikace emailem nebo zpravou na MS Teams, Slack

* Typicky VM reSeni — onprem VMware, Hyper-V, KVM
« Jednoduché licencovani a Skalovatelnost — GB/day licen¢ni model



Licencovani

e Platforma VM, Cloud, HW box
« GB/day licenéni model

* VM - perpetual nebo subskripce

[ 4

Nejvyhodngjsi je VM subskripce obsahuje prehledy, logy, reporting, IOC + SOC funkce
- GB/day
 |OC & Outbreak Detection,
» Security Automation Service
* FortiCare Premium Support

* Pouze 5 ADOM, dalSi mozno dokoupit



Predstaveni:
24/7 Security
Monitoring

Vice proaktivnich schopnosti
pro zdokonalovani vasich
bezpecnostnich operaci a
zmirnéni obav z napadeni a
kompromitace




24/7 Bezpecnostni monitoring s FortiGuard SOCaaS

(
% @ e @ @ Alert Acknowledgment  Triage Critical Alerts Average
Fortinet Security Experts Al-Powered Technologies FortiGuard Labs Predictable Pricing Rapid Deployment Minutes Minutes Minutes MTTR
Detekce Odpoved
® o0 L I"Inll
Nechte Fortinet monitorovat a analyzovat Bezpecnostni experti Fortinetu reaguiji jiZ za Cloudovy portél s intuitivnim pfehledem,
vystrahy a upozornéni z FortiGatu v rezimu 15 minut a poskytnou informace o tom, co se zpravami na vyzadani a pravidelnymi
24/7. Upozomime vas pouze, kdyZ je néco stalo, proC se to stalo a jaké kroky Ctvrtletnimi schizkami s odborniky na
duleZitého a vyZaduje pozornost. podniknout k napravé incidentu. zabezpeceni spolecnosti Fortinet.
. J . J . J

Al
- © Fortinet Inc. All Rights Reserved. 20



| Burnaby
: Canada
San J
an oUsSe -
-
-
/e
L

Global Response Teams
® soc

@ Data Center

@ Disaster Recover

Global Security Operation and Data Centers

| Ottawa
Canada

Critical Escalation Times
P1, Priority 1: 15 minutes

P2, Priority 2: 45 minutes

P3, Priority 3: 90 minutes

P4, Priority 4: 6 hours

Frankfurt |
Germany

GOMPLIANT

| Prague
Czechia .

Singapore

- I Toyko

Japan

99.99% 24x7x365

Availability Service Hours

FortiGate & Security Fabric logs
Ingest Log Data

Sydney
Australia

Unlimited
Log Capacity

Fast & Simple
Onboarding
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FortiGuard SOCaaS: Fortinet Experti, Technologie a Threat Informace

Automatizovana reakce na incidenty

Incident Monitoring Management

Logy
FortiGate, FortiSASE, FortiClient, FortiEDR a

telemetricka data

Bezpecénostni udalosti
Mapovani na MITRE a detekéni pravidla
v cloudové FortiAnalyzeru

Korelace vystrah
FortiSOAR vedouci platforma orchestrace
a automatizace pro sniZeni false positive

1
!
1
1
]
1
]
1
1
i
1
1
1
1
1
)
)
\
\
\

\

Analyza
Fortinet experti analyzuji a eskaluji
incidenty

Incident
Notifikace zakaznického SOCu

e @ @ @ B)

iy ')
Unauthorized

Compromised Access

Hosts
Botnet/C&C

DETECTIONS @ .,

Lateral Mal Outbreak
movement EWENS Alerts

________________
-
-~
-
-
-
-
-
5
’

Experts Triage /, )
i

FortiGuard Al / SO
Investigation

MaCHNe Playbooks

Learning
fo]
RESPONSE — —g u
Self Request MFGS FCT

Remediate Assistance Engagement Forensics
MITRE Mapped Self Extracted
Detection Rules Indicators

S OC aaS RECOVER @ O;Lb;gratlk

Posture
Assessment

:
Compliance ﬁ
Reports

\\
~
~
~
Ss
S
~
~~ -
———————————————

Trainings
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FortiGuard SOCaaS: Komunikace v realném Case s Fortinet experty

Reakce kdyz je potreba -
ervices v © support ¥ Theme: Light v mzeumer@fortinet.com «

-

Rychla odezva
% Eskalace potvrzenych problémd jiz za 15 | e
minut s upozorné&nim na telefon, e-mail a e W T S I b S jAutTipe | lowee
) ) 316AM ‘ @ 11:21 AM Detection Time | 2023-01-09 08:13:32 40000
cloudovy portal SOCaaS B2 Mech, 2023 B SR o o e B OO
to reach SOC team for additional help. We recommend
not to reply to this email with confidential information.
Description mzcé:mmmmmmsx-mxommmlm Fortinet SOCaaS Team
Spoluprace s Fortinet odborniky p—— T — “““:J;::,"ﬂ;’iﬂ'“‘:*“f“ﬁm
y = commendation . name: 2 10 N i 3
Podrobné instrukce krok za krokem: e onramsiptti o et oy e by o
v  platform: FortiGate-VMé&4
» Cose stalo — Pro¢ — Dopad — Kroky k « seris number: FGVMOATMZ1004343 .
4 )4 4 Max
naprave ':""‘“"""" FGVMSLTM21002681 https:fsocaas.mss.fortinet.com/socaas/cl_out/W/sec/inciden] 1
* ipaddress: 10.10.0.226 response/alerts/587e0e75-5c6b-4416-a65e-
* platform: FortiGate-VMé4 dfd24185f5e2 Hi, | still do not know whats steps to take
« serial number: FGYMSLTM21002681 . around modifications
k’ ‘ January 18
Komunikace v realném case e e [re— Sm—
&Fﬂ 24/7 podpora pro jakékoliv dotazy e 7R - s N8
e Logging | 4
URL hitps://sta rt)*ﬂ‘ Enriched High Malicious Websites
A
r 1 1
- © Fortinet Inc. All Rights Reserved. 23



FortiGuard SOCaaS: Pravidelné tydenni reporty

Snadné sledovani vSeho na ¢em se pracuje nebo pracovalo

[[»]

Jaoe

7109

Tos8

a74Z

T274

7054

Fava

Ta70

Fa5%

Jaze

Tiva

TENANT

CREATED ON

031172022
OéE15 PM

03/02/2022
06:18 PM

0272372022
0%:12 PM

01/0%/2022
11:18 PM

03/18/2022
06:30 PM

02/22/2022
07:54 PM

03/18/2022
0703 PM

03/18/2022
12:57 AM

03/16/2022
04:046 PM

03/14/2022
05:51 PM

03/10/2022
11:36 FM

RESOLVED DATE

03/15/2022
02:44 PM

03/15/2022
02:19 PM

03/15/2022
02:17 PM

03/11/2022
10:45 AM

03/21/2022
03:20 PM

03/16/2022
10:22 AM

03/21/2022
049:37 PM

03/21/2022
05:14 AM

03/22/2022
12:11 PM

0311772022
12:15 PM

03/15/2022
02:41 PM

NAME

Malware Activity
detected from LD

p— -

Malware Activity
detected from

Malware Activity
detected from

FCT detected

unhandled malware

Trom T

-—

Malware Activity

detected from

Malware Activity
detected from e

High Risk Traffic

detec

ted from

Malicious Email
detected from
L s

High Risk Traffic
detected from

High Risk App Usage

detected from

Botnet traffic detected

to CnC server:
== &= related

o °

S5TATUS

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed
[Resolwed)

Closed
[Resclved)

Closed (Risk
Mcceptad)

Closed (Risk
Accepted)

Closed (Risk
Mcceptad)

Closed (Risk
Mccepted)

Closed (Risk
Accepted)

TYPE

Malware

Malware

Malware

Malware

Malware

Malware

High Risk
Traffic

Malicious
Ennail

High Risk
Traffic

High Risk
App

High Risk
Traffic

SEVERI...

DESCRIPTION

Malware detection in BT -—
Sandbox detected Malware

Action = gquarantinefailed

File Mame =

C:\Users'y sYhpp Data‘Local\Packages\microso
frwindowscammunicationsapps_8wekyb3d&bbw
etLocalState’Files 30428 \Attachments \Baw cuer
NOMNOAHEH.

DzMMNa3d7mTnCxobrdjeF DRgcguByWAhd SEIS&wTk
IZYPWILIKIK[263%] .xhtm]

Malware detected an host W =

Unhandled malware detections for files in

FCT detected unhandled malware from W

Unhandled malware declared in W

Quarantine failed for W m—————

CryptobMiner detected an =

Wirus detected in mail from & = =

Potential dataexfil from 2

Tor app detected

Fortinet 50C has repeatedly detected Botnet
traffic attempts Sunburst from = - 1 to

CLOSURE NOTES

BYOD PC has been ban from w netwaork

ran full malware scan, ne malware detected.

ran full malware scan, no malware detected, PC is clean

user was nat connected to ems (possibly why the file failed to quarantine}
confirmed with user that file is no longer there
full av scan results are clean

file was guarantined and removed

manual scan via EM5 came clean. archiving the case.

this is FGO

ane time event

was a test

was a test

The traffic is being blocked by our FW.
W are not able to find the owner of this 1P

Endpoint Quarantine, ongoing investigation

© Fortinet Inc. All Rights Reserved.
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Managed FortiGate Service

« Specializovany tym odborniku je k
dispozici 24/7
« Zjednoduseni a optimalizace sitove

spravy a aktivit.

© Fortinet Inc. All Rights Reserved.
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Managed FortiGate Service: Co vSechno za vas udelame?

Device Provisioning

*  NGFW Deployment .
» Security Fabric Setup

» Secure SD-WAN .
« ZTNA

* Remote Access
 LAN Edge

Change Management

Evaluation / Implementation /
Verification of change requests
FSBP and ITIL methodology

System Hardening

System Audit

Security Posture Review
PSIRT Advisories Response
Fortiguard Outbreak Response
SOCaaS Incident Remediation

© Fortinet Inc. All Rights Reserved. 26



FortiSIEM Platform
SaaS, Virtual Appliance and Hardware Appliance
@

N
7

4 .
3rd Party Devices, CIP,

N SaaS, Applications,
Windows, Linux and more

Fortinet Fabric /'/j
FortiNDR

FortiEDR
-

0 g
FortiSOAR

~ '86\\\’01
60
<
%,
%

N
N
Real-Time Incident
Detection

Visibility - NOC & SOC

Integratio,-,

Investigation - Security

FortiSIEM
Data Lake

%, . ,
Ssb N\_\)O
Enterprise & MSSP
Platform
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